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ABSTRACT

Due to the advancing digitalization, the importance of data is con-
stantly increasing. Application domains such as smart cars, smart
cities, or smart healthcare rely on the permanent availability of
large amounts of data to all parties involved. As a result, the value of
data increases, making it a lucrative target for cyber-attacks. Partic-
ularly when human lives depend on the data, additional protection
measures are therefore important for data management and provi-
sion. Blockchains, i. e., decentralized, immutable, and tamper-proof
data stores, are becoming increasingly popular for this purpose. Yet,
from a data protection perspective, the immutable and tamper-proof
properties of blockchains pose a privacy concern. In this paper, we
therefore investigate whether blockchains are in compliance with
the General Data Protection Regulation (GDPR) if personal data are
involved. To this end, we elaborate which articles of the GDPR are
relevant in this regard and present technical solutions for those
legal requirements with which blockchains are in conflict. We fur-
ther identify open research questions that need to be addressed in
order to achieve a privacy-by-design blockchain system.
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1 INTRODUCTION

“Data is the new oil.” is a commonly cited quote by Clive Humby
used to emphasize the importance of data in modern times. Unlike
oil, however, which was a key driver of the Technological Revolution
only, data are revolutionizing society as a whole. Smart cars are
able to drive autonomously, smart cities enable more environment-
friendly traffic control, and smart healthcare facilitates the lives of
both patients and physicians, just to name a few examples. However,
all of this is only possible if the data of each participant is reliably
made available to all other parties involved [30].

Due to the high value which data as a commodity have in our so-
ciety, they become an attractive target for cyber-criminals. However,
cyber-attacks can not only cause immense economic damage, but
they also pose a threat to life and limb. For instance, cyber-criminals
could tamper with location data of cars or traffic management data,
causing accidents in the process [18], or they could render medical
data unreadable, impeding the proper treatment of patients [41].
Therefore, modern data management systems require specialized
security mechanisms, especially if human lives depend on the data
they are dealing with. First and foremost, they must ensure that
the data are immutable and tamper-proof. Since blockchains pos-
sess these two key properties, it is hardly surprising that they are
commonly used as decentralized data stores in such instances [39].

Despite all of these undeniable benefits of blockchains regarding
the protection of sensitive data, their usage is not uncontroversial if
personal data are involved. Several legal requirements imposed by
the General Data Protection Regulation (GDPR) [9] cannot be satis-
fied when using blockchains. For example, immutability is an inher-
ent violation of the right to be forgotten, while tamper-proofness
renders practicable anonymization of data subjects impossible [40].

That is why we investigate how a privacy-by-design blockchain
system can be achieved without losing the immutability and tamper-
proofness required from a security point of view. To this end, we
provide the following three contributions in this paper: (1) We
elaborate on which articles of the GDPR blockchains are in conflict
with when handling personal data. (2) We assess which research
approaches can be used to resolve these conflicts and how they can
be applied to blockchains. (3) We identify open research questions
that need to be addressed in this context in order to provide an
efficient privacy control in blockchains. Additionally, we outline
how these research gaps can be overcome.
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Figure 1: Internal Structure of a Blockchain.

The remainder of this paper is structured as follows: In Sec-
tion 2, we present the fundamental principles of blockchains that
are responsible for the conflicts with the GDPR. Then, in Section 3,
we elaborate on the articles of the GDPR with which blockchains
are intrinsically in conflict. Section 4 presents related work and
addresses how our work differs from these studies. We discuss
technical approaches towards a GDPR-compliant blockchain in
Section 5, before identifying open research questions in this regard
in Section 6. Finally, Section 7 concludes this paper.

2 BLOCKCHAIN FOUNDATIONS

Whenever multiple parties operate on a common database and
share their data with each other, centralized databases often pose
a problem. On the one hand, the availability of the data depends
entirely on this database —i. e., it represents for all participants a
single point of failure for their operability. On the other hand, the
central authority that operates the database has full control over
the data and is capable of establishing the single point of truth, e. g.,
by manipulating the data or by withholding the data. To address
such issues, distributed ledger technology has come to forth re-
cently. A distributed ledger represents a decentralized data storage,
where each participant maintains the entire data stock. A consen-
sus is reached among all participants as to which data or which
transactions are authorized and added to the ledger [4].

The blockchain is a subtype of a distributed ledger. Its main
focus is on the immutability and tamper-proofness of data. For this
purpose, the blockchain bundles data into blocks that are protected
against manipulation by means of digital signatures. Figure 1 illus-
trates this approach. From a pool of data that should be added to the
blockchain, a subset is selected and assembled into an initial block,
the so-called genesis block. When the block is ready, a so-called
cryptographic hash is used to protect it and all the data contained in
it against tampering. This hash serves not only as a signature, but
also as a unique fingerprint for the block. If further data have to be
added to the blockchain, a new block is generated in the same way.
In addition to the actual payload data, this new block has a header
which contains the hash of its predecessor. Thereby, the two blocks
are inherently linked together since the cryptographic hash also
protects the header against manipulation [19].

Figure 2 outlines how such a chain of blocks is managed in a
blockchain architecture and how data is added to it. All partici-
pants gather their data that have to be added to the blockchain
in a common data pool. From this pool, a subset of the data is
bundled into a block. A consensus protocol is used to agree on
which data subset is selected. To this end, there are different ap-
proaches. These approaches can be divided into two main classes:
absolute-finality consensus protocols and probabilistic-finality con-
sensus protocols. While absolute-finality consensus protocols (e. g.,
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Figure 2: Simplified Architecture of a Blockchain System.
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Practical Byzantine Fault Tolerance [6]) render a data record imme-
diately valid and make it available to all parties as soon as it has
been inserted into a block, probabilistic-finality consensus proto-
cols support only eventual consistency. That is, a data record can
be removed from the blockchain retrospectively under certain cir-
cumstances. As illustrated in Figure 1, the last block of a blockchain
can be removed without causing any problems, since it is not yet
validated by other subsequent blocks. In probabilistic-finality con-
sensus protocols, a data record in a blockchain is therefore not
considered valid until it is in a block with a certain depth, i.e., a
block which has a certain number of subsequent blocks. Despite
this limitation, however, probabilistic-finality consensus protocols
are generally preferred in blockchains because absolute-finality
consensus protocols require a single central leader that dictates
which data records are valid for all parties [45].

Common examples of probabilistic-finality consensus proto-
cols are Proof-of-Work and Proof-of-Stake. In the Proof-of-Work
approach, for instance, so-called miners have to solve a hard cryp-
tographic challenge. The block of the miner who solves the chal-
lenge first is added to the blockchain and linked to its latest block.
However, solving the cryptographic challenge requires a tremen-
dous amount of computational power. The Proof-of-Stake approach
therefore simplifies this process by randomly selecting a partici-
pant who is entitled to generate the next block of the blockchain.
Although the selection is basically random, it depends on the stake
of a participant. In other words, the more coins of the respective
cryptocurrency a participant owns, the more likely s/he will be
selected in the next round [3]. Despite the significantly higher
energy consumption, however, it is evident in practice that the
large long-established blockchain systems such as Bitcoin [24] and
Etherium [44] rely on the Proof-of-Work approach.

The valid state of the blockchain is held in a peer-to-peer net-
work. On the one hand, this ensures availability of the data at all
times, and on the other hand, it guarantees immutability. Although
the integrity of each block is ensured by the cryptographic hash and
all inner blocks are linked to each other via their headers, the last
block can be deleted unnoticed because it is not linked yet [23]. Due
to the redundant distribution of the blockchain on several nodes,
however, an attacker would have to control the majority of the
computational power or s/he would have to be able to manipulate
the majority of the nodes in order to delete the last block [31].

Since the computational complexity of managing the data in the
blockchain increases with the size of the data, it is often decided
not to store the actual data in the blockchain. Instead, the payload
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data are stored in an external data store and only unambiguous
and tamper-proof references to the data are kept in the blockchain.
Verification tools can be used to check both, the integrity of the
blockchain itself and the integrity of the data. To this end, there
are also many approaches that extend the blockchain by a database
layer on which all transactions are performed. The blockchain
serves to ensure the integrity of the data. One example of this
approach is FalconDB [26], which uses a relational database schema
to manage the payload data.

Accordingly, the method of operating the blockchain also differs.
Using on-chain data management —i. e., the complete storage of
payload data in the blockchain — it is possible to perform the entire
data processing in the blockchain as well, creating full transparency
as all operations are publicly auditable. Using off-chain data man-
agement — i. e., the outsourcing of the actual payload data to an ex-
ternal data source — this comprehensive audit capability is omitted,
but resource-efficient data management and processing is achieved
instead. Since the data processing capabilities of a blockchain are
inherently rather limited, off-chain data management can be used
to enable big data analytics [43].

If analyses should be performed on-chain nevertheless, so-called
smart contracts can be defined to process the data in the blockchain.
A smart contract describes which transactions are to be executed
on certain data when a specified condition applies. The results of
these transactions are automatically added to the data pool and
are thus eventually added to the blockchain in a new block after
successful validation by a miner. Since smart contracts are executed
automatically and their code is fully transparent as part of the
blockchain, all parties can rely on the correct execution of the
transactions specified therein [13].

Basically, there are two different types of blockchains: public
blockchains and private blockchains. In a public blockchain, any-
one can join the peer-to-peer network and thus contribute to the
blockchain. Due to this high level of replication and distribution,
public blockchains offer maximum protection against data manipu-
lation. However, each participant also has full access to the data,
whereas a private blockchain has a central authority that con-
trols the blockchain and determines who can contribute to the
blockchain. This reduces the number of parties that have access to
the data, but partially enables the central authority to manipulate
the blocks and thus the data. Although only verified participants
can join the network, and they are only authorized to perform spe-
cific actions, there is not a single authority controlling all nodes.
Hybrid and consortium blockchains are somewhere in between. Here,
a group of participants has joint control over the blockchain in-
stead of a single central authority [19]. In the context of our work,
however, they can be considered as subtypes of private blockchains.
For more information on the design and operation of blockchains,
please refer to the given literature.

3 BLOCKCHAINS AND THE GDPR

The GDPR is intended to give data subjects full control over their
personal data in an increasingly digitalized world — they must be
empowered to control who has access to their data. So, it is not
surprising that blockchains, which are primarily designed to make
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data permanently and immutably accessible to all interested parties,
are in conflict with such regulations if personal data are involved.

In her study, Finck [10] therefore examines whether blockchains
can be squared with the GDPR. Here, a fundamental problem be-
comes apparent, namely that the GDPR presumes that there is a
data controller who is responsible for compliance with the data
protection rights of data subjects (Article 24), e. g., the duty to in-
form the data subjects about the collection and processing of
their personal data (Article 12 - 15). However, due to the decentral-
ized nature of blockchains, such a central control authority does not
exist. As a result, the study concludes that it is difficult to achieve
GDPR-compliance, especially for public blockchains. Therefore, we
focus on permissioned blockchains (e. g., private blockchains), where
there are organizational and technological regulatory means.

Going over the articles of the GDPR in consecutive order, the
first articles that seem to be relevant for blockchains are Articles 5
and 7. They specify the legal framework within which processing
of personal data is allowed. If the data are processed directly in the
blockchain, smart contracts can specify exactly for which purpose
the data are processed as well as in which way they are processed.
Thereby, a kind of purpose limitation (Article 5(1)(b)) is achieved.
As all data stored in the blockchain are available to all participants
of the peer-to-peer network, this nevertheless raises a problem with
regard to data minimization (Article 5(1)(c)). Furthermore, since
the data in the blockchain are immutable, neither the accuracy
of the data can be improved retroactively (Article 5(1)(d)) nor any
storage limitation (Article 5(1)(e)) can be enforced as blockchain
are an append-only data structure. Moreover, the consent of the
data subject (Article 7) is only reliably respected within the scope of
a smart contract. If the data are processed outside of the blockchain,
the agreements reached in the smart contracts no longer apply.

If the data stored in the blockchain are incorrect, a data sub-
ject also has no means to have them corrected as required by the
right to rectification (Article 16) due to immutability and tamper-
proofness. It is also not possible for a single data subject to exercise
its right to erasure (Article 17) — due to the linkage between the
blocks only the last block can be erased without destroying the
structure of the blockchain. Furthermore, even the last block can
only be deleted completely or not at all. Since a block contains an
arbitrary subset of the data from the data pool, the deletion of a
block therefore always affects the data of several data subjects.

As smart contracts execute transactions automatically and with-
out human intervention, data subjects also have issues exercising
their right to restriction of processing (Article 18). Only when a
smart contract has been modified on the majority of the nodes of the
peer-to-peer network according to the requested restrictions, the
modifications will take effect. In any case, the automated individ-
ual decision-making (Article 22) bears another conflict potential,
since smart contracts can be used for such decision-making. There-
fore, the usage of smart contracts in the context of personal data
has to be regarded as problematic in general.

Other regulations such as the territorial scope (Article 3) and
the lawfulness of processing (Article 6) are primarily organiza-
tional issues. In our work, however, we focus on technical aspects
of the blockchain that inherently conflict with the GDPR.

In summary, it can be observed that the immutability and tamper-
proofness of blockchains in particular cause problems with regard to
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the correction and deletion of data. Furthermore, the decentralized
management of the data poses a challenge in terms of restricting
access to the available data. This also results in an issue regarding
a central controller that ensures compliance with data protection
regulations. These issues must be overcome in order to support
data protection by design (Article 25) for blockchains.

Table 1 outlines the key conflicts that we identify in blockchains
with regard to the GDPR. Here, however, we focus only on the first
and foremost technical aspects.

Table 1: Summary of the GDPR Articles with which
Blockchains Inherently Conflict due to Technical Reasons.

GDPR Article  Conflicting Blockchain Property
By default, blockchains do not impose a purpose
Article 5(1)(b) limitation. However, a kind of purpose limitation
can be achieved via well-defined smart contracts.
. All data on the blockchain are accessible to all
Article 5(1)(c) nodes. Therefore, there is no data minimization.
Article 5(1)(d) Data on the blockchfim are 1mmutable,. i.e., their
accuracy cannot be improved retroactively.
Article 5(1)(e) Since blockchéln.s are append-only d.ata struc-
tures, storage limitation cannot be achieved.
In general, blockchains do not require the consent
Article 7 of a data subject to process its data. However, this

can be realized via smart contracts.

In order to fulfill the duty to inform the data sub-
Article 12—15 & jects, an all-embracing data controller is required.
Article 24 Yet, such a central authority fundamentally con-

tradicts the decentralized nature of a blockchain.

The right to rectification cannot be enforced in
blockchains as the data are stored immutable and
tamper-proof.

Article 16

The right to erasure cannot be enforced in
blockchains as this would destroy the internal
blockchain structure.

Article 17

When using smart contracts, the right to restric-
tion of processing can only be enforced if a ma-
jority of blockchain nodes agree to the requested
changes.

Article 18

If data processing is handled by autonomously
acting smart contracts, the automated individual
decision-making is violated.

Article 22

Only if all the ten technical issues listed above
are addressed, a blockchain can support data pro-
tection by design.

Article 25
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4 RELATED WORK

Due to an increasing number of novel use cases for blockchains,
there is a large body of research regarding blockchains and pri-
vacy in addition to the aforementioned study by Finck [10]. Haque
et al. [12] conduct a comprehensive literature review on different
aspects of how to improve the GDPR-compliance of blockchains.
They conclude that there is basically a lot of prior works on the
topic of GDPR-compliant blockchains. However, besides some well
researched application areas, such as the healthcare sector, there
are many unexplored areas where there are still open research
questions regarding GDPR-compliance issues with blockchains.
This is due to the fact that studies such as those by Campanile
et al. [5] or Miyachi and Mackey [21] deal with a very specific use
case for blockchains in the area of smart cars or smart healthcare,
respectively. They are developing a privacy-aware blockchain solu-
tion for exactly these use cases. However, these solutions require a
dedicated infrastructure and cannot be transferred to other applica-
tion areas and use cases due to their high degree of specialization.
While these studies focus on technical solutions to make
blockchains GDPR-compliant for specific use cases, studies like
the one by Shuaib et al. [33] provide administrative guidelines
on how blockchains can be used to store sensitive data, such as
electronic health data. In a similar direction, the work by Molina
et al. [22] presents high-level design guidelines for administrators
to set up a GDPR-compliant infrastructure with blockchains.
Furthermore, blockchains are also assessed from a purely legal
perspective. Poelman and Igbal [27] come to the disillusioning con-
clusion that GDPR-compliant blockchains are basically impossible.
However, they water this statement down by adding that it might
be possible in a permissioned private blockchain with appropriate
extensions. However, this requires that certain limitations have to
be accepted regarding the key characteristics of the blockchain,
namely decentralization, immutability, and tamper-proofness. In
contrast, Manteghi [20] concludes that the current data privacy
laws also need to be adjusted to enable a “peaceful” coexistence
with blockchains. One way or the other, there is a need for action.
Related work thus can be divided into four categories: literature
reviews, privacy-aware blockchain solutions tailored to specific
use cases, administrative guidelines, and legal assessments. Our
work differs significantly as we investigate technical measures that
can be added to any blockchain to achieve compliance with the
GDPR. To this end, we discuss techniques that are well-known from
other application areas and describe how they can be applied to
blockchains in order to comply with data protection requirements.

5 APPLICABLE TECHNICAL SOLUTIONS

As discussed in Section 3, a major problem of blockchains with
regard to the GDPR is their inability to rectify or erase personal
data. To this end, we explain in Section 5.1 how hierarchical data
encryption can be used to achieve fine-grained data purging in
blockchains. However, better than correcting data retrospectively
is to ensure that data quality is as high as possible beforehand.
Therefore, we explain in Section 5.2 how attribute-based authen-
tication can be used to prevent data from dubious sources from
being included in the blockchain in the first place. Moreover, these
techniques also enable purpose-based permission control, as we
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show in Section 5.3. These permissions are able to minimize the
disclosed information about the data subject by applying privacy
filters to the data. In Section 5.4, we discuss how these filters can
be used to realize the principles relating to processing of personal
data in blockchains. Finally, the distributed nature of blockchains
poses a problem with respect to the GDPR, as there is no distinct
data controller. For this reason, we conclude in Section 5.5 with a
reflection on how all these techniques can be incorporated into a
central privacy control architecture for blockchains.

5.1 Data Purging by Encryption

In order to permanently delete data, there are two methods that are
considered to be reliable: Either the data carrier on which the data is
stored is physically destroyed or the sectors containing the data in
question are overwritten several times. Both approaches guarantee
that the data cannot be restored. However, there are use cases in
which neither of the two methods can be applied, as organizational
reasons speak against the destruction of the data carrier —e.g.,
because there are also data on it that must not be deleted or because
the costs for frequent deletions would skyrocket — or because it is
not possible for technical reasons to access an explicit data sector
via the available interfaces — e. g., when dealing with databases.

In such cases, another method has proven to be extremely reli-
able: data purging by encryption. Here, all data in the data store are
encrypted. This is done completely automatically in the background
and is entirely transparent to the user. The keys are kept outside of
the data store containing the payload data. To delete data, it is suf-
ficient to destroy the associated keys, since subsequently the data
cannot be decrypted and are therefore rendered unreadable. Since
the keys are much smaller than the payload data, they can be held
in special data stores that ensure secure erasure, e. g., by providing
interfaces via which read and write operations can be performed
at sector level. Such an encryption-based erasure procedure also
fulfills the purging requirements of privacy laws [32].

Although it is not possible to delete data in blockchains due to
the cryptographic hashes and the links between the blocks, a data
purging by encryption approach can grant the right to rectification
as well as the right to erasure, without thereby rendering the im-
mutability and tamper-proofness as such obsolete. If personal data
are stored in the blockchain in encrypted form, the blockchain can
still guarantee immutability via the hashes. However, data can only
be processed as long as the key required for decryption exists. If
this key is stored externally in a trusted environment and the data
subjects are given full control over their keys, they can make their
data unreadable at any time. Also, not all data on the blockchain
have to be encrypted, but only those that are considered personal
data according to Article 4 of the GDPR.

For instance, the blockchain system Hyperledger Fabric! uses
CouchDB? to represent the world state, i. e., the consolidated view
of all nodes. Stach and Mitschang [37] have shown that secure
deletion is feasible efficiently on such document-oriented databases
via an encryption-based approach. Opposed to a regular database,
blockchains are append-only, i. e., such an approach also results in

Isee https://www.hyperledger.org/use/fabric (accessed on 17 December 2021)
Zsee http://couchdb.apache.org/ (accessed on 17 December 2021)
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less overhead since update operations involving multiple decryp-
tion and encryption operations are omitted. Thus, data purging by
encryption can be considered an applicable technical solution for a
blockchain, e. g., to implement the right to erasure.

Yet, with regard to the management of the keys, an effective
strategy has to be adopted due to the large amount of data that can
accumulate in a blockchain and thus the potentially large number
of keys. Here, a structural property of many blockchains can be
exploited. In blockchains, so-called Merkle trees are often used for
data verification. This is a hash tree in which the leaves contain the
hashes of the payload data, and the inner nodes contain a hash of its
child nodes (see Figure 3 upper part). That is, a hierarchical structure
is established, where each node is responsible for the consistency
of all data contained in the subtree rooted at that node [19].

Waizenegger et al. [42] have introduced a tree-like data structure
for managing keys. The keys with which payload data are encrypted
are located at the leaf level. Each key is based on its parent node. In
this way, all keys in a subtree become invalid if the key in its root
node is deleted (see Figure 3 lower part). These two tree-structures
can be mapped to each other, so that the required keys can be
deleted very easily as soon as the node in whose subtree the data
to be purged is located has been identified in the Merkle tree. This
interrelation is outlined in Figure 3.


https://www.hyperledger.org/use/fabric
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5.2 Attribute-Based Data Authentication

Data purging by encryption can also be used to correct data in
a blockchain by deleting the incorrect data and then adding the
corrected data to the data pool of the blockchain. However, this is
a costly process. It is therefore much better to ensure the highest
possible data quality in advance. One way to achieve this is to
accept data from reliable sources, only. That is, an authentication
of data sources is required.

Attribute-based authentication methods are suitable for this pur-
pose as they can distinguish between different sources at a fine-
grained level. These methods are based on a digital signature that
contains certain attributes of the signer —i. e., the data source. As a
result, the signature can not only be used to verify that the data has
been transmitted genuinely, but it can also be used to determine
unambiguously which properties the sender has. These properties
are then checked against a policy. Only if they meet this policy the
data are considered authentic [7].

Thereby, it is possible, e. g., to verify that the device that captured
data about a data subject has the necessary software and hardware
to capture this kind of data with a sufficient degree of accuracy. The
attribute-based approach enables an arbitrary fine-grained distinc-
tion of entities, since the number of attributes used is not restricted.
Nevertheless, it is an effective way to specify a policy to determine
which requirements a source has to meet in order to provide a
certain kind of data. It is only necessary to specify a threshold for
the relevant attributes that a source must at least satisfy. All other
attributes can be ignored when verifying the signature.

However, the virtually unlimited number of attributes that a
signature can contain also harbors an inherent threat with regard
to the privacy as some of the attributes might reveal too much
information about the sender. This would represent a significant
drawback if, in order to protect the privacy of one data subject,
another data subject (in this case the sender) is exposed. Gritti
et al. [11] therefore introduce a privacy-preserving attribute-based
authentication. For this purpose, they use delegated authentication.
That is, a trusted control authority acts as an intermediary between
the source and the designated sink, i. e., in our case the blockchain.
A source signs the data with its full signature and sends it to the
control authority. The control instance filters out all attributes from
the signature that are not required by the sink for authentication
and applies the resulting delegated signature to the payload data.
This reduced signature is still sufficient for the blockchain to verify
the authenticity and origin of the data, but it does not reveal any
privacy-critical information about the source.

5.3 Purpose-Based Permission Control

As discussed in Section 2, public blockchains are not suitable for
storing sensitive information because anyone can join the network
and thus gain unrestricted access to all data in the blockchain. This
is not the case with private blockchains, since the number of parties
with access to the data is severely restricted in such blockchains.
Furthermore, smart contracts can be used to further regulate the
processing of data by making it dependent on certain conditions.
Smart contracts, however, have to be hard-coded in chaincode.
Therefore, they are comparable to the transformation operators
defined in a data warehouse. There, the data are also automatically
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Figure 4: A Permission Model for Blockchain Applications.

pre-processed according to predefined rules and optimized for cer-
tain use cases that are fully known in advance [15]. Yet, this implies
that these use cases have to be identified and specified in advance.
In dynamic environments, like today’s smart environments, such a
concept is too rigid. Data consumers require more flexibility, as new
use cases are constantly emerging. The goal should therefore be to
keep the data as generic and unprocessed as possible and to leave
the processing entirely to the data consumers [14]. Therefore, it
must also be possible to process the data outside of smart contracts.

However, this also entails that there have to be well-defined
permissions as to which parties are allowed to access which data on
the blockchain. In permissioned blockchains such as Hyperledger
Fabric, this is regulated by means of access control lists. With these
policies, it is not only possible to define who can participate in
the network in general, but also which resources they are allowed
to access. In addition, it is possible to restrict who is allowed to
make updates — in terms of adding new data — to the blockchain.
These access control lists rely on role-based access control. Yet, this
rather traditional form of access control is often not dynamic and
flexible enough, which is why Khan et al. [17] introduce DistU.
DistU monitors the data of a blockchain permanently and grants
or revokes permissions depending on how a data object is used.

Nevertheless, a data consumer still has either full access to a
data object or none at all. That is, the permission model itself also
needs to be extended in order to enable effective data minimiza-
tion. Stach et al. [36] present such a fine-grained permission model
for distributed Internet of Things applications that can be adapted
to blockchains. Figure 4 shows this adapted permission model. A
permission rule describes which accessor —i. e., which data con-
sumer — may access which resource —1i. e., which data. In the case
of a permissioned blockchain, the data consumer can be identified
using its access credentials. Since personal data may only be pro-
cessed for a given purpose, such a purpose can be attached to a
permission rule. Using an attribute-based authentication method as
described in Section 5.2, the purpose can be specified by means of
identifying attributes of the data consumer as well as the processing
environment. Finally, constraints can be imposed on the processing.
They are described in terms of privacy filters (see Section 5.4) that
have to be applied to the data prior to processing.

In addition to the higher flexibility, as these permission rules
do not have to be hard-coded as chaincode, and the possibility of
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assigning very fine-grained permissions, this approach has another
advantage over smart contracts. They are much easier to define as
no coding skills are required. That is, they can also be comprehended
and specified by IT laymen according to their privacy requirements.

5.4 Privacy Filters

By means of the permission rules, data access can be restricted quite
well, but in order to be able to ensure data minimization effectively,
it must also be possible to reduce the information contained in the
data. Smart contracts could realize this, as they can transform the
data and thus, e. g., filter out certain features during processing.
However, the implementation of such a function is far too complex,
so that data subjects are not capable of specifying such a smart
contract to reduce the information content.

A more user-friendly solution is to provide out-of-the-box pri-
vacy filters that are able to blur certain privacy-relevant aspects in
the data before releasing them to an accessor. However, it is impor-
tant that the data are not rendered invalid in this process. Therefore,
a collection of privacy filters adapted to specific data types and use
cases is needed [2]. In addition to generic filters that can be applied
to any type of data (e. g., withholding some data or adding noise
to the data), also specialized filters are required for cloaking of
location data [1] or distortion of time series data [8]. By applying
the appropriate filter, it is possible to filter out certain aspects that
are less relevant for processing but contain a lot of privacy-relevant
information. In this way, information minimization can be achieved
for any use case.

Besides such filters that operate on the data of a single user or
even single data points, it is also feasible to use privacy filters tai-
lored to large multi-user data stores like a blockchain. For instance,
a privacy filter based on differential privacy enables statistical anal-
yses without identifying individual users [46]. There are also filter
operators that are designed to filter out large amounts of data with-
out impairing the usability of the underlying data too much [25].

Stach et al. [34] present an architecture in which a set of different
privacy filters is gathered in a repository and a suitable filter for the
respective type of data and use case is selected. A utility metric is
used to determine which filter provides the best privacy protection
but at the same time has the least impact on the quality of the data
for the particular use case. The code of the selected filter algorithm
is then loaded into a data processor and applied to the data before
releasing them to the data consumer.

Yet, this requires a trusted environment in which the filter op-
erator is executed. A blockchain, however, is a trustless system,
i.e., the individual parties cannot trust the other participants in the
blockchain. Only by reaching a consensus among all participants for
any operation, trust in the overall system is established. That is, for
the application of privacy filters, a Trusted Execution Environment
(TEE) is required in the blockchain system. A TEE is an isolated
execution environment on which only approved applications can be
executed. Cryptographic primitives ensure the integrity of the code
executed in this environment and other processes have no influ-
ence on the execution as well as the outcomes [16]. In a TEE, it can
therefore be ensured that the privacy filters cannot be manipulated
and are executed correctly.
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Figure 5 shows how the privacy filters are applied. Depending
on the requested type of data, applicable algorithms are selected
from the privacy filter repository. For instance, for time series data,
frequency separation can be used to abstract the data progression
so that only changes in frequency are visible, the resolution of the
data can be lowered to reduce details, or noise can be added to the
data. Depending on the use case, the most suitable privacy filter
is selected and applied to the raw data in the TEE. This way, both
sides (data subject and data consumer) can trust that the privacy
filter is applied correctly. For the data subject this means that the
desired privacy level is maintained and for the data processor that
the promised data quality is delivered.

5.5 Trusted Privacy Control Environment

The technical solutions shown in this section for ensuring data
protection principles in a blockchain system, such as purpose limi-
tation, data minimization, right to rectification, or right to erasure,
however, also require an extension of the conceptual infrastruc-
ture of a blockchain so that they can be applied reliably. This is
necessary whenever personal data are managed and processed by
the blockchain, otherwise, as discussed in Section 3, a blockchain
cannot be operated in a GDPR-compliant manner. Such sensitive
data cannot be kept confidential in public blockchains for obvious
reasons. Thus, if such data is involved, a closed set of participants,
i.e., a private blockchain, can be assumed. Nevertheless, each node
is considered trustless in its own right (as well as the data sources
and data consumers) — otherwise, one would not need a blockchain.

Our approach is therefore to embed the trustless distributed com-
ponents in a trusted environment that can be controlled by a central
authority. In this way, our approach also meets the demand for a
data controller. Stach et al. [35] present such a control environment
for distributed Internet of Things applications. Figure 6 shows how
we adapted this approach to a blockchain environment.

The blockchain is completely isolated from both, data sources
and data consumers. If a source wants to add data to the blockchain
(or rather its data pool), this must be done via an interface con-
trolled by the trusted environment. Here, the attribute-based data
authentication comes into play (see Section 5.2), which can ver-
ify whether the source has the necessary properties to be able to
provide trustable data. If the verification is successful, personal
data are encrypted before they are forwarded to the blockchain to
enable data purging by encryption (see Section 5.1). The blockchain
then processes the data autonomously and unaffected by the con-
trol environment. That is, its crucial key properties (decentralized,
immutable, and tamper-proof) are not impaired by any means.
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If data consumers want to gain access to the data stored on
the blockchain, this is also done via a restricted interface. In this
interface, the purpose-based permission rules (see Section 5.3) are
checked to determine whether the consumer has the required access
rights. If this is the case, personal data is decrypted, and privacy
filters are applied to them according to the relevant permission
rule (see Section 5.4). Yet, these privacy filters tamper with the data.
Therefore, an additional verification interface is required for data
processors to prove the authenticity of the underlying raw data
(guaranteed by the blockchain itself) as well as the correct execution
of the applied privacy filters (guaranteed by the TEE). This user
interface also needs to enable data subjects to enforce rectification
and erasure via the data purging techniques and express new or
changed privacy requirements in terms of permission rules.

While all of this is feasible from a technical perspective, from an
organizational perspective, however, it has to be resolved who has
the responsibility for operating the trusted control environment.
This operator has complete control over the data, as s/he controls
which data are added to the blockchain and which data from the
blockchain are made available to whom. Therefore, both, data sub-
jects and data processors have to trust this controller implicitly.
From our point of view, only the data protection officer of the orga-
nization which operates the private blockchain is eligible, as s/he
is unbiased and trustworthy.

All Technical Solutions discussed in this paper, as well as their
role in terms of a Privacy-Aware Blockchain, are outlined in Table 2.
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6 FUTURE RESEARCH DIRECTIONS

As shown in the previous section, the five discussed technical solu-
tions represent a major step towards a privacy-aware blockchain
in the sense of the GDPR. By means of data purging by encryp-
tion, compliance with Article 16 and Article 17 —i. e., the right to
rectification and the right to erasure —is achieved. Since rectifi-
cation is realized by deleting the incorrect data and resubmitting

Table 2: Summary of the Discussed Technical Solutions and
their Contribution towards Data Protection.

Technical Solution Contribution towards Data Protection

Due to the full encryption of all data in
the blockchain, it is possible to delete data
by deleting their respective decryption key.
From a technical perspective, the data are
still available, but they are no longer read-
able. This addresses all privacy issues that
are related to the revision or deletion of
data, e. g., Article 5(1)(d), Article 5(1)(e), Ar-
ticle 16, and Article 17.

Data  Purging by
Encryption

By authenticating data sources and deter-
mining certain characteristics, inappropri-
ate data sources can be easily identified.
Their data can thus be excluded from the
blockchain, as the expected data quality
from such sources is low. This addresses all
privacy issues that are related to the quality
and correctness of data, e. g., Article 5(1)(d),
Article 16, and Article 17.

Attribute-Based Data
Authentication

Fine-grained access control enables data
subjects to specify who gets access to their
data and for what purpose, without requir-
ing a smart contract. This addresses all pri-
vacy issues that are related to the processing
of data, e. g., Article 5(1)(b), Article 7, Arti-
cle 18, and Article 22.

Purpose-Based
Permission Control

By applying privacy filters, data quality can
be adjusted to reduce the amount of dis-
closed sensitive information. This addresses
all privacy issues that are related to the in-
formation value of data, e. g., Article 5(1)(c),
Article 5(1)(d), and Article 18.

Privacy Filters

By embedding these four techniques in a
central control environment and isolating
the blockchain from data sinks and data
sources, a privacy-aware operation of the
blockchain can be realized. This addresses
all privacy issues that are related to the man-
agement of data, e. g., Article 12 - 15, Arti-
cle 22, and Article 24, and enables data pro-
tection by design (Article 25).

Trusted Privacy
Control Environment




Can Blockchains and Data Privacy Laws be Reconciled?

the corrected data (which requires considerable effort due to the
consensus protocol), attribute-based data authentication helps to
ensure that the data sources are appropriate before they can add
data to the blockchain in order to maintain high data accuracy (Arti-
cle 5(1)(d)). Via the purpose-based permission control, data subjects
are empowered to exercise their right to restriction of processing
(Article 18), as they can specify in fine-grained manner which data
are processed for which purpose (Article 5(1)(b)). The associated
privacy filters achieve data minimization (Article 5(1)(c)), since only
the information required for processing is passed on to a data con-
sumer. The trusted privacy control environment, in which all of
these concepts can be embedded, provides an additional virtual stor-
age limitation (Article 5(1)(e)), since on the one hand the incoming
data and on the other hand the visibility of the available data can
be restricted. Furthermore, with this environment, data protection
officers are enabled to take on the role of data controllers and thus
represent a central point of contact for data subjects (Article 24).
This environment also limits the power of smart contracts, as they
can no longer be used for automated individual decision-making
(Article 22), as their results initially remain completely isolated in
the blockchain until they are approved by the data controller.

These technical solutions make blockchains compliant with the
GDPR without having to sacrifice their security-relevant character-
istics, such as immutability and tamper-proofness. However, often
single data objects do not reveal highly privacy-critical insights
about a data subject. Yet, if this data object is combined with other
data, compromising information can be derived from it. Therefore,
what is more important for data subjects than restricting access
to individual data objects is to define what knowledge about them
must not be disclosed [38]. However, to find (and thus protect)
such complex knowledge patterns efficiently within a dataset, pow-
erful query engines, index structures, and a modified data model
for blockchains are required [28]. In the blockchain context, this
especially concerns three types of queries:

Queries on Temporal Relationships. It is necessary to find temporal
relationships in the data since privacy-critical knowledge is derived
from a certain sequence of events. It must therefore be supported
by a blockchain system to formulate queries that find data gathered
immediately before or after a given date. Also querying data within
a certain time window are required to this end.

Queries on Structural Relationships. As outlined in Section 2, new
data initially lands in a data pool. When and in what order these
data are added to a block cannot be predicted. So, the time at which
data are captured can differ greatly from the time at which they are
added to the blockchain. Therefore, queries regarding the structure
of the blockchain —i. e., queries on data that are in specific blocks —
also have to be supported, e. g., to determine at which point in time
a certain piece of information was disclosed to all participants of
the blockchain or as of when a rectification became visible.

Queries on Chronological Relationships. Due to the immutability
of the data stored on a blockchain, it is not possible to execute an
update on them. If a data object changes over time, this must be
reflected as a new entry in the blockchain. To reduce the data size,
such changes are often only described as compressed delta against
the previous version. To obtain the data object and its history, all
changes over time must be found in addition to the object itself.
These data artifacts can be distributed over several blocks.
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Efficient support for such complex queries is not available in
current blockchain systems [29]. To us, this is the key research gap
towards a comprehensive privacy-by-design blockchain (Article 25).

7 CONCLUSION

Whenever data have to be shared securely between several parties,
the use of a blockchain is a suitable option. Blockchains ensure that
the data are immutable, tamper-proof, and available to all partici-
pants in a transparent manner. Yet, it is due to these characteristics
that they conflict with data privacy laws such as the GDPR.

To this end, we assessed in this paper, whether privacy-aware
blockchains are feasible. (1) First, we identified with which articles
of the GDPR there is a conflict. (2) Then, we presented five tech-
nical solutions that address these conflicts (namely data purging
by encryption, attribute-based data authentication, purpose-based
permission control, privacy filters, and a trusted privacy control en-
vironment) and described how they can be applied to a blockchain.
(3) Finally, we discussed why more powerful query engines for
blockchains have to be developed to facilitate a comprehensive
privacy-by-design blockchain fully compliant with the GDPR. With
queries on temporal relationships, queries on structural relation-
ships, and queries on chronological relationships, we outlined three
query types that require special attention in this regard.

This also provides an answer to our opening question whether
blockchains and data privacy laws can be reconciled. It is possible,
however technical and organizational adjustments are required
and there is still a lot of research necessary to make these data
protection measures in blockchain systems efficient and effective.
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