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Abstract. Due to the Internet of Things, novel types of sensors are inte-
grated into everyday objects. A domain that benefits most is the fitness
and health domain. With the advent of the so-called Smartbands—i.e.,
bracelets or watches with built-in sensors such as heart rate sensors, loca-
tion sensors, or even glucose meters—novel fitness and health application
are made possible. That way a quantified self can be created. Despite all
the advantages that such applications entail, new privacy concerns arise.
These applications collect and process sensitive health data. Users are
concerned by reports about privacy violations. These violations are en-
abled by inherent security vulnerabilities and deficiencies in the privacy
systems of mobile platforms. As none of the existing privacy approaches is
designed for the novel challenges arising from Smartband applications, we
discuss, how the Privacy Policy Model (PPM), a fine-grained and modu-
lar expandable permission model, can be applied to this application area.
This model is implemented in the Privacy Management Platform (PMP).
Thus the outcomes of this work can be leveraged directly. Evaluation
results underline the benefits of our work for Smartband applications.

Keywords: Smartbands - Health and Fitness Applications - Privacy Con-
cerns - Bluetooth - Internet - Privacy Policy Model - Privacy Management
Platform.

1 Introduction

The Internet of Things has significantly revolutionized our daily lives. As sensors,
microprocessors, and memory became smaller, more powerful, and, above all,
cheaper, this technology is increasingly integrated into everyday objects which we
carry with us permanently. Examples for such Smart Devices are Smartphones,
Smart Watches, or Smart Bracelets. These devices can run small third-party
applications called apps. Perhaps the most important feature, however, is that
these devices can be connected with each other. This way, the Smart Devices
can provide their gathered sensor data to other devices and applications. Due
to energy-efficient connection and transmission technologies such as Bluetooth
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LE, this interconnection has little to no impact on their battery life. As a result,
novel application cases are constantly arising from different domains, which make
use of these accumulated data stocks.

The consumer market is currently dominated by Smartbands. These hardware
devices are equipped with GPS and a heartbeat sensor. Therefore, they are ideally
suited for fitness apps. The Smartband is only used for data collection, while
the actual fitness app is run on a connected Smartphone. This means that data
processing (including data preparation, data analysis, and data presentation)
is completely handled by the Smartphone. Since the smartphone carries many
additional information about its user, the fitness data can also be linked and
augmented with this data. As a result, a lot of further insights can be gained.
As Wearables such Smartbands are small and comfortable to wear, they virtually
disappear from our awareness [66]. This means that they can also be kept on
while doing sports or even while sleeping.

Innovative apps take advantage of this persistent data capturing. For instance,
a fitness app can analyze data from acceleration sensors and orientation sensors
to identify movement patterns and determine the current activities of a user [32].
Location data can be used to determine the distance traveled by a jogger as well
as his or her running speed and thus calculate his or her calorie consumption [67].
Heartbeat data can even be used to analyze the sleeping behavior of a user [43].
Such a comprehensive health profile is not only beneficial for the user, but also
for his or her physician and many other stakeholders [30].

Yet, a quantified self, i.e., a comprehensive mapping of our lifestyle to quan-
tifiable values to assess our daily routines, does not come without a price. This
permanent, self-imposed monitoring poses a threat to our privacy. Smartbands
and other Smart Devices collect so many personal data that a great deal of
knowledge about the user can be derived from it. Many research activities are
therefore concerned with the concrete threats posed by such innovative apps
as well as their vulnerabilities [35] and what measures can be taken to provide
security for these apps [38]. Particularly as the economic value of personal data
increases [19], a completely new app business model has emerged. Users pay the
usage of an app with their data, which is then sold to third parties, such as
advertising clients [36]. Therefore, new control measures are needed to enable
users to decide which personal information they are willing to disclose in return
for what service [42].

To that end, we address the following five issues in our work:

(1) We introduce a real world mHealth use case for Smartband apps.

(2) We provide a comprehensive overview of state of the art concerning the
protection of private data in the context of Smartband apps.

(3) We adapt a privacy policy model which enables users to control the data
usage of Smartband apps in a fine-grained manner. Our approach is based
on the Privacy Management Platform (PMP) [59] and its Privacy Policy
Model (PPM) [58].

(4) We introduce a prototypical implementation of a privacy mechanism for
Smartband apps using our privacy policy model.
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(5) We evaluate our approach and demonstrate its applicability.

This paper is the extended and revised version of the paper entitled “Big
Brother is Smart Watching You: Privacy Concerns about Health and Fitness
Applications” [55] presented at the 4" International Conference on Information
Systems Security and Privacy (ICISSP) 2018. This extended paper is more
detailed on a technical level. The structure of a Smartband app is outlined, re-
quirements towards a privacy system are derived from that app, and considerably
more related approaches are discussed.

The remainder of the paper is structured as follows: Initially, a use case
for Smartband apps is outlined in Sect. 2. In Sect. 3, current privacy control
mechanisms for mobile platforms are discussed and the prevailing connection
standard Bluetooth LE is characterized. Requirements towards a privacy system
for Smartband apps is derived from this analysis in Sect. 4. Section 5 looks
at some related work, that is enhanced privacy control mechanisms for mobile
platforms. Our approach for such a mechanism specifically for Smartbands and
similar devices is introduced in Sect. 6. Following this, our generic concept
is implemented using the PMP in Sect. 7. Section 8 evaluates our approach
and reveals whether it fulfills the requirements towards such a privacy control
mechanism. Finally, Sect. 9 concludes this paper and glances at future work.

2 mHealth Use Case

Modern wearable Smart Devices such as Smartbands are equipped with multiple
sensors and accordingly more and more data about their users can be acquired
by them. While built-in GPS receivers are great to archive outdoor positioning,
these sensors are virtually useless for indoor positioning. Therefore, there is a lot
of research going on to archive indoor positioning with other standard sensors
available in almost any Smart Device. Hsu et al. [25] introduce an approach
using accelerometers and gyroscopes for that purpose. Another approach for
indoor positioning is the use of the barometric pressure sensor [70]. Finally, the
position can also be determined based on earth’s magnetic field—i. e., via the
compass sensor within the Smart Device [68]. However, these simple sensors
can be used for more than just (indoor) positioning. In particular, wrist-based
Smart Devices such as Smartbands enable to recognize activities of a user with
high accuracy [27, 49]. Medical sensors are also increasingly being integrated in
Smartbands. Whereas methods for monitoring the heart rate are already widely
used [1], there are also attempts to collect medical data, such as blood sugar
levels, via such devices [65].

Due to these features, it is little surprising that these devices are increasingly
being used for medical apps [44]. So-called mHealth apps can facilitate patients’
lives, relieve physicians, and reduce treatment costs [37]. Due to the versatility
of Smartbands, there is an app for almost every health-related issue [50]. In the
following, an app for children suffering from diabetes is outlined which is based
on Candy Castle [20, 33, 54, 61].
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Fig. 1: Set-Up of a Smartband App.

The aim of Candy Castle is to motivate children suffering from diabetes to
check their blood sugar level regularly and keep their diabetes diary. To that end,
the Smartphone app turns the children into a virtual owners of a castle. This
castle represents their health condition. For this reason, it is regularly attacked by
dark forces—i.e., the diabetes disease—and the children have to defend it with
their magic device—i. e., their Smartband. This act of defense means that they
carry out a blood sugar measurement. Apart from the actual blood sugar level,
the Smartband also captures the child’s most recent activities (e. g., to determine
whether s/he did sports or took insulin) and his or her current location—it is
assumed that the location has great influence on the health condition [34]. All
this data is sent to the Smartphone and processed there: The player gets a reward
(the castle gets repaired and upgraded) and a new entry is automatically added
to an electronic diabetes diary. At some point in time this diary is sent to the
physician, e. g., by uploading it to a Hospital Cloud. This approach enables to
carry out comprehensive analyses on the health data and provide physicians with
all required information [8, 64].

Figure 1 shows the set-up of such an app. Most of the data acquisition is
done on the Smartband. However, these devices are not powerful enough to
process and combine all of this data. For this reason, they have to be sent to a
Smartphone. This connection and data transfer is realized via Bluetooth. The
data is then prepared on the Smartphone and provided to the Candy Castle.
Even though Smartphone are becoming more and more powerful, they are not
designed for comprehensive analyses. Therefore, data has to be sent to an external
data processing unit via the Internet connection of the Smartphone. However,
this implies that the user looses all control over his or her data. Especially, s/he
cannot be sure about the identity of the recipient. Therefore, privacy actions
have to be taken at the Smartphone.
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3 State of the Art

Based on the aforementioned set-up, we explain, why especially the usage of
apps for Smartbands and similar Smart Devices such as health or fitness apps
constitutes a real threat to privacy. To this end, it is necessary to look at the
privacy mechanisms implemented in mobile platforms as well as the modus
operandi of how to connect a Smartband with a Smartphone.

Privacy Mechanisms in Current Mobile Platforms. The Smart Device market is
currently dominated by two operating system, namely Apple’s iOS and Google’s
Android [31]. Both of those mobile platforms apply a permission-based system to
protect sensitive data [16]. This means that each app must specify which data it
will process. Each time data is accessed, the system checks whether the respective
permission can be granted. A permission does not refer to a specific type of data,
but to a sensor or a potentially dangerous system functionality [5]. However,
both mobile platforms implement this concept differently.

An i0S app requires Apple’s approval before it is released. Automated and
manual verification methods check whether the permission requests are justified.
When Apple grants the permissions, the app is signed and released. The user is
only informed about permissions concerning his or her personal data (e.g., the
contacts) [40].

In contrast, Google does not intervene at all in the permission process. If
an Android app is installed, the user is notified of any requested permissions
and must grant them all to proceed with the installation process [6]. Runtime
Permissions are therefore introduced in Android 6.0. A Runtime Permission is
not assigned at installation time, but it has to be granted for each access to data
that is protected by the corresponding permission [29].

However, studies show that users cannot cope with the multitude of differ-
ent permissions—especially since they cannot understand the consequences of
granting a certain permission [17]. Therefore Google divides the permissions in
Android since version 6.0 into two classes: Normal Permissions no longer require
the user’s consent. Apps only have to indicate the usage of a Normal Permission
in their Manifest. Only Dangerous Permissions (which are a superset of the
Runtime Permissions) have to be granted by the user explicitly. For instance,
the ACCESS_FINE_LOCATION (access to the GPS) or BODY__SENSORS
(access to heart rate data) permission belong to this category. However, the
BLUETOOTH and INTERNET permission are classified as Normal Permissions.
Table 1 gives a comprehensive overview of Normal and Dangerous Permissions.

Figure 2 shows the effects of this decision. An app that needs to access GPS
data, discover, pair with, and connect to Bluetooth devices, and open network sock-
ets must declare the following four permissions: ACCESS FINE_ LOCATION,
BLUETOOTH, BLUETOOTH__ADMIN, and INTERNET. In pre-Marshmallow
Android versions (< 6.0), users must grant all permissions during installation.
However, the installation dialog only informs the user about the Dangerous
Permissions (see Fig. 2a). On devices with a higher Android version, Runtime
Permissions are no longer shown as they have to be granted need-based (see
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Table 1: Normal and Dangerous Android Permissions (excerpt) [based on 21].

Normal Android Permissions

Dangerous Android Permissions

ACCESS_NETWORK_STATE
ACCESS_WIFI_STATE
BLUETOOTH

BLUETOOTH ADMIN
INSTALL SHORTCUT
INTERNET

NFC

REQUEST INSTALL PACKAGES
SET ALARM

TRANSMIT IR
UNINSTALL_SHORTCUT
USE_FINGERPRINT
VIBRATE

WAKE LOCK

READ_CALENDAR

CAMERA

READ_CONTACTS
ACCESS_FINE LOCATION
ACCESS_COARSE_LOCATION
RECORD_AUDIO

READ PHONE NUMBERS
CALL PHONE
ANSWER_PHONE_ CALLS
READ_ CALL LOG
BODY_SENSORS

SEND_ SMS

READ_SMS

READ EXTERNAL STORAGE

Fig. 2b). Thus, each time the app attempts to access GPS data, a permission
request pops up (see Fig. 2c). In any case, the user is not aware that the app is
also granted to transfer this data to any Bluetooth device or the Internet.

Transmission Standard of Smart Devices. Bluetooth LE has become today’s
connection standard for Smart Devices. It uses consumes less power than Classic
Bluetooth and has a longer operating range than NFC. The device manufacturer
defines UUIDs that other devices can use to request services provided by the
device. For example, a service of a Smartband could allow access to a built-in
heart rate sensor. The manufacturer also specifies how the data is encoded by
the device. A mobile platform therefore cannot determine which type of data
is transferred between two Smart Devices, since it cannot know which services
are addressed by which UUID. Moreover, without knowledge about the applied
encoding, the platform cannot look into the transferred data. Therefore, the
permissions only control the Bluetooth connection itself and not which data is
transferred via this connection. The same applies to the forwarding of data to a
server. Again, an app only needs to indicate that it needs access to the Internet,
but the user does not know what data the app is sending or where the data is
being sent to.

For instance, if a Smartband has a built-in GPS and heart rate sensor, then
it can provide access to both, location and health data. An app only requires per-
mission to discover, pair with, and connect to Bluetooth devices (BLUETOOTH
and BLUETOOTH__ADMIN permission). However, both permissions belong to
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& PreMarshmallow App

Do you want to install this application? It will
get access to:

Q  access precise location (GPS)

CANCEL  INSTALL

(a) Android 5.1 Installation Dialog

£ Marshmallow App

Do you want to install this application? It does Allow Marshmallow
not require any special access. App to access this
device's location?
CANCEL  INSTALL DENY  ALLOW
(b) Android 6.0 Installation Dialog (c) Request at Runtime

Fig. 2: Permission Requests in Different Android Versions [55].

the Normal Permissions category. That is, the system grants these permissions
automatically and the user is not informed about it. If the same app would request
the very same data directly from sensors which are built into a Smartphone, the
ACCESS_FINE LOCATION and BODY_ SENSORS permissions are required.
Both are Dangerous Permissions, i. e., the user must grant every access at runtime.
As this kind of data is highly sensitive, that classification is reasonable. The use
of a Smartband however completely override this protective measure. In addition,
the app is able to share this information with any external sink without the
user’s knowledge. It only has to declare the INTERNET authorization in its
Manifest—the INTERNET permission is also a Normal Permission. Therefore,
a static, permission-based data privacy mechanism, as implemented in current
mobile platforms, is not applicable to apps which access their data from Smart
Devices such as Smartbands.

Since Android puts the user in charge of protecting his or her sensitive data,
such a security vulnerability when dealing with data from Smartbands might
have serious consequences. Therefore, this paper focuses on Android. However,
the findings and concepts can be transferred to any other mobile platform.

4 Requirements Specification

Based on the identified deficiencies in current mobile platforms concerning privacy
in Smartband apps, requirements for a privacy system can be derived. These
requirements primarily focus on securing the two resources Bluetooth and Internet.

[R1] Fine-Grained Privacy Rules. Although, Android provides a wide
range of permissions, some of them are unnecessary (from a privacy point of
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view) such as the VIBRATE permission and others are far too coarse-grained
such as the BLUETOOTH permission. Therefore, a privacy system has to split
these permissions or introduce new fine-grained permissions. Only by introducing
fine-grained privacy rules, users are able to understand the meaning of permissions
and express their privacy requirements.

[R2] Extendable Permission Set. New and innovative developments
are constantly emerging, especially in the area of Smart Devices. A privacy
system must therefore be able to adapt to these technical innovations in future
generations of Smart Devices. That is, a privacy system has to be extendable in
order to support—i. e., provide data security for—new sensors and data processing
techniques.

[R3] Policy Changes at Runtime. The requirements of a user can vary
at any time. For instance, s/he might want to execute a certain function which
require a lot of permissions on rare occasions only. In such a case, it has to be
possible that an app which provides this function only receives the corresponding
permissions for a short amount of time. Similar to Android’s Runtime Permissions
the user therefore has to be able to change the privacy policy at runtime—yet,
these runtime changes have to be available for any kind of permission.

[R4] Context-Based Privacy Rules. External factors can also influence a
user’s privacy requirements. For instance, an app may be granted more permissions
in case of an emergency. Therefore, a privacy system must decide based on context
data which privacy rules apply in the current situation.

[R5] Feedback. In order for a privacy system to be effective, i.e., to enable
the user to protect his or her interests with regard to data security, it is crucial
that s/he is fully involved in the permission process. For this reason, a privacy
system has to be designed to provide the user with comprehensive information
about his or her options for granting permissions and also to make him or her
aware of the possible consequences of his or her settings.

5 Related Work

As the prevailing privacy mechanisms applied in the current mobile platforms
do not comply these requirements, there are a lot of research projects dealing
with better privacy mechanisms for these platforms. In the following, we present
a representative sample of these approaches and determine to what extent they
are applicable for Smartband apps.

Apex [41] enables the user to add contextual conditions to each Android
permission. These conditions specify situations in which a permission is granted.
E. g., the user can set a timeframe in which an app gets access to private data
or define a maximum number of times a certain data access is allowed. If the
condition is not kept, a SecurityException is raised and the app crashes.
Furthermore, as Apex is based on the existing Android permissions, it is too
coarse-grained for the Smartband use case.

AppFence [24] analyzes the internal dataflow of apps. When data from a
privacy critical source (e.g., the camera or the microphone) is sent to the
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Internet, the user gets informed. S/he is then able to alter the data before it is
sent out or s/he can enable the flight mode whenever the affected app is started.
However, AppFence does not knows which data an apps reads from a Bluetooth
source. Thereby, it cannot differentiate whether an apps accesses trivial data
from headphones (e.g., the name of the manufacturer) or private data from a
Smartband (e.g., health data). Moreover, AppFence cannot identify to which
address the data is sent to.

AppGuard [3] introduces a data protection system that integrates a monitoring
component into apps which supervises apps from within. It consists of three
components: (1) a pre-configured set of rules which are directly mapped to
Android permissions, (2) an app converter that injects the monitoring component
and the rule set into existing apps, and (3) a GUI, via which further, user-defined
rules can be added. AppGuard also enables to describe how the control flow
of an app should be modified if it violates any of the rules. However, as the
rules are mapped to existing Android permissions, AppGuard has the same
shortcomings regarding Smartbands. Moreover, the usage of the app converter
violates copyright law [2].

AUDACIOUS [45] addresses this issue by introducing a program library via
which experts are able to perform static and dynamic analyses on apps. As this
library has to be integrated by the app developers themselves, this approach does
not violate copyright law. The analyses reveal which data is used by an app and
how it is processes. If any conspicuous data usage is detected, the app is stopped
by AUDACIOUS. However, the rules are not defined by the user, but by experts
who determine on their own which data usage is permissible.

Aurasium [69] introduces an additional sandbox which is injected into every
app. This has to be done before the app is installed. The sandbox monitors its
embedded app and intercepts each access to system functions. Thereby, Aurasium
is not limited to the permissions predefined by Android. Especially for the access
to the Internet, Aurasium introduces fine-grained configuration options, e. g., to
specify to which servers the app may send data to. For every other permission,
the user can simply decide whether s/he wants to grant or deny it. Moreover,
Aurasium is not extensible. That is, it cannot react to new access modes as
introduced by Smartbands where several data types can be accessed with the
same permission. Also, the bytecode injection which is required for every app is
costly and violates copyright and related rights.

CRéPE [11] is a context-based privacy system for Android. CREPE uses a
powerful situation recognition system to draw conclusions about the current
activities of a user [12]. Via this technique, higher-level contexts can be described
instead of simply linking single sensor values. Each privacy rule consists of a
subject-object-permission triple. The subject is either a user or another app, the
object represents any kind of data source, and the permission defines whether
the given subject may access the object. A context is added to each triple and
the rule is only active under that specific context. The access control is ensured
via XACML [39]. However, CREPE is not designed for end-users and the privacy
rule creation is far too complex for common users.
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Data-Sluice [47] considers solely the problem of uncontrolled data transfer to
external sinks. Therefore, Data-Sluice monitors the any kind of network activities.
As soon as an apps attempts to open a network socket, the user is informed and
s/he can decide whether the access should be allowed or denied. Additionally,
Data-Sluice logs every network access and is able to blacklist certain addresses.
However, the user is neither informed about which data is sent to the network
nor is s/he able to limit the data access of an app from any other source, except
for the Internet.

Dr. Android & Mr. Hide [26] addresses the problem that many developers are
unable to handle the Android permissions and therefore unintentionally give too
many permissions to their apps [28]. To enable developers to assign permissions in
a better way, Jeon et al. split the existing permissions into fine-grained permissions.
The novel permissions are based on the most common activities of apps which
require private data. The permissions are divide into four classes. For each class,
the user can apply different anonymization techniques. To enforce the permission
settings, the program library hidelib is provided which reimplements the APIs of
the Android app framework based on the new permissions. However, Dr. Android
& Mr. Hide manipulates the bytecode of each controlled app, whereby it also
violates copyright law.

IacDroid [71] does not directly address the issue of granting permissions, but
a related topic. As Android provides a wide range of possibilities for interprocess
communication (IPC), apps often exchange data and even permissions in an
uncontrolled manner [22, 48]. Therefore, Zhang et al. introduce two components
that monitor and regulate data and permission exchange at runtime. All IPCs are
monitored for this purpose. This enables TacDroid to infer a sequence of process
calls. The user can then assign special permissions for each call. However, this
does not tackle the underlying issue of data collection in Smartband apps.

MockDroid [7] provides additional privacy settings for specific data sources
(including location data or the contacts) and system functions (including access
to the Internet or writing SMS messages). Via these settings, apps can reduce
the required permissions, e. g., by requesting Internet access to a specific address,
only. In addition, users can decide, whether apps have access to actual data or
whether MockDroid should provide them with fake data instead. However, all of
these settings are available for supported data sources and system functions, only.
While Internet access is protected by MockDroid, access to Bluetooth devices is
still unsecured.

Privacy Protector (No root) [23] is an Android app which promises a simple
privacy protection. However, the Privacy Protector only considers location data
and Internet access as safety hazards. Therefore, the user can specify which apps
should have access to it. Privacy Protector permanently monitors which apps are
currently running and if any of the regulated apps are among them, the Internet
or respectively the GPS tracking functions are deactivated system-wide. This has
an effect on all running apps. Moreover, since Android 5.0 the getRunningTasks
method has been severely restricted to prevent apps from spying on user behavior.
This also reduces the functionality of Privacy Protector sustainably.
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I-ARM Droid [14] is the most comprehensive approach. The user defines
critical code blocks (i.e., a sequence of commands that accesses or processes
private data) and specifies rewriting rules for each of them. A generic converter
realizes the rewriting at bytecode level. However, this approach is much too
complex for common users. As a consequence, its derivative RetroSkeleton [13]
assigns this task to a security expert who creates a configuration according
to the user’s demands. Thereby frequent changes of the privacy rules are not
possible—mnot to mention adjustments at runtime. Additionally, the expert has
to know each conceivable code block that could violate the user’s privacy. In
other words s/he has to know every available Smartband, as each vendor defines
a specific communication protocol.

SEAF [4] considers that the order in which permissions are requested might
affect the risk potential of an app. For instance, an app that first gets access to the
Internet and then accesses confidential data can do less damage than an app that
performs these operations in reverse order. Banuri et al. therefore identify several
operation sequences that indicate a potential data misuse and define the order
in which permissions have to be requested to execute each of these operation
sequences. SEAF monitors apps for such sequences of permission requests. If
such a sequence is detected, SEAF informs the user and s/he decides whether
the operations should be executed or whether the required permissions should be
denied. However, SEAF is based on the coarse-grained Android permissions, and
therefore it is not suitable for Smartband apps.

Sorbet [18] enables app developers to use IPC in a secure way. Sometimes it
is required that apps exchange permissions via IPC. However, as the validity of
Android permission is neither restricted in time nor in functionality, this leads
to an almost unlimited and uncontrollable situation. Sorbet therefore enables
controlled delegation of permissions and data. For this purpose, Sorbet records
where the data or permissions originated from and to whom they were passed on.
Each of these records is tagged with an expiration date which is specified by the
permission originator, i.e., the app that received the permission in the first place.
However, this does not solve the privacy problems of Smartband apps.

YAASE [46] introduces a new fine-grained permission model in order to
reduce uncontrolled information passing between apps. In this model, the user
has the option of tagging his or her data and thereby defining at a data level to
which destination it may be sent to. Other apps as well as external recipients (e.g.
Internet servers) can be used as targets. To monitor the inter-application informa-
tion flow, TaintDroid [15] is used. In order to be able to monitor communication
with Internet servers as well, YAASE also modifies the methods to establish
Internet connections at a kernel level. This way, YAASE is always informed about
the destination of any connection. As soon as a data transfer to an app via [PC
or to an Internet server is detected that violates the privacy requirements of a
user, any transferred data is concealed. However, YAASE provides no protection
especially focused on Bluetooth devices.

11
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Fig. 3: Simplified Representation of the Privacy Policy Model (untrusted components
are shaded red and trusted components are shaded green) [based on 55, 58].

6 A Permission Model for Smartbands

None of the analyzed related work is applicable to restrict access to data from
Smartbands as their permissions are too coarse. Moreover, they lack modu-
lar expandability. As a result, they quickly become obsolete as they cannot
adapt to the privacy challenges originating from new device or data types. The
Privacy Management Platform (PMP) [53, 58, 59] provides these features. In
addition, the PMP provides support for the connection of Smart Devices to
Smartphones [63].

To this end, we add two components to the PMP: the Smartband Resource
Group and the Internet Resource Group. These components enable the PMP to
provide data gathered by Smartbands to apps in a privacy-aware manner and
also restrict the spreading of sensitive data via the Internet. In the following, we
introduce the Privacy Policy Model (PPM), which forms the core of the PMP,
and describe how we adapt it to the smart band setting (see Sect. 6.1). Then, we
outline the mode of operation of the PMP (see Sect. 6.2). Finally, we present
the concept of our two extensions (see Sect. 6.3 and Sect. 6.4).

6.1 The Privacy Policy Model

The PPM associates apps with data sources or system functions (labeled as
Resource Groups). In the PPM, an app is subdivided in its Features. For each
Feature must be specified, which data or system functions are accessed by it. An
interface through which an app can interact with a Resource Group—i. e., access
its data or functions—has to be defined for each group. In the Privacy Rules, the
user specifies which Features of an app should be deactivated to reduce the usage
of data or system functions. S/he can also refine any Privacy Rule by adding
Privacy Settings, e.g., to reduce the accuracy of a Resource Group’s data. The
set of all Privacy Rules constitutes the Privacy Policy. The PPM assumes that
apps are untrusted components, while Resource Groups are provided by trusted
parties. The simplified model is shown in Fig. 3 as a UML-like class diagram.
Further information on PPM can be found in the respective literature [58].
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1 <<interface>>
ResourceGroup T Resource - IResource

Fig. 4: Architecture of Resource Groups [55].

Only Resource Groups are of interest for the reminder of this work. Figure 4
provides insight into the architecture of a Resource Group. Each Resource Group
defines an interface (IResource) and descriptors, how the provided data can
be protected. The actual implementation of the interface is given in so-called
Resources. Similar Resources can be bundled in a mutual Resource Group. This
way, many alternative implementation variants for the interface can be provided.
For instance, a Location Resource Group might provide a single method to retrieve
the current location of the user. This method is implemented in two different
ways, once via the GPS and once via the Cell-ID. Depending on the available
hardware, user settings, and so forth, the Resource Group selects the appropriate
Resource, when an app requests the data. Moreover, that Resource Group could
define an Accuracy Privacy Setting that allows the user to define how accurate
the location data is, i.e., up to how many meters the actual location should
deviate from his or her current location. Of course, s/he can also completely
prohibit access to the Resource Group for a certain app.

6.2 The Privacy Management Platform

The PMP is a privacy system that implements the PPM. Due to the structure of
the PPM, the PMP has two characteristics that are very advantageous for work:

(a) On the one hand, the PMP is modularly expandable. This means that
additional Resource Groups as well as Resources can be added at runtime.
Therefore even the latest device models (by adding Resources) and completely
new types of devices or sensors (by adding Resource Groups) are supported
automatically by the PMP.

(b) On the other hand, the PMP supports fine-grained access control. Each
Resource Group specifies its own Privacy Settings. These settings correspond
to the requirements of the respective device. This allows users not only to
turn a device or sensor on and off to protect their private data, but also
to add numerical or textual restrictions. For example, a Location Resource
Group may have a numeric Privacy Setting that can be used to reduce the
accuracy of location data. Another example is an Internet Resource Group
which provides a textual Privacy Setting to specify to which addresses an
app is allowed to send data to.

To attain these properties, the PMP is an intermediate layer between the
application layer and the actual application platform. For the sake of simplicity,
the PMP can be seen as an interface to the application platform itself. Figure 5
shows the implementation model of the PMP in a condensed representation. First,
an app requests access to data sources or system functions—i. e., to a Resource
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Fig. 5: Simplified Implementation Model of the Privacy Management Platform [55].

Group—via the PMP API @ . The PMP checks whether this request complies

with the Privacy Rules in the Privacy Policy @ . These rules also stipulate
the restrictions (Privacy Setting) which apply to the respective app. When
access is granted, a suitable implementation (i.e., Resource) is selected within
the requested Resource Group @ . For each Resource, the PMP also has two
fake implementations (Cloak Implementation and Mock Implementation) which
provide only anonymized or fully randomized data. The proper implementation
of the selected Resource is then linked to the IBinder interface as a Binder'. The
PMP forwards a Binder Token to the requesting app @ .

Android’s Binder Framework manages the actual access to a Resource: The
[Binder interface of a Resource is materialized as a so-called Stub. Prozy compo-
nents realize the interprocess communication (/PC) via which an app can pull
data from these Stubs. Without the corresponding Binder Token, an app cannot
communicate with a Stub. This ensures that any data request must be made
via the PMP. So, the PMP is able to verify that each request complies with the
Privacy Policy. Since all Resource Groups are implemented as subpackages of
the PMP and run in the same process, they are executed in a mutual sandbox.
In this way, the PMP can interact directly with Resource Groups.

These features qualify the PMP for our approach towards a privacy mechanism
for Smartband apps. To achieve this goal, two novel Resource Groups are required,
(a) a Resource Group for Smartbands that restricts access to the various data
types of these devices (see Sect. 6.3), and (b) a Resource Group that restricts the

! see https://developer.android.com /reference/android/os/Binder.html
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data transfer of Smartband apps to the Internet (see Sect. 6.4). The specifications
for these Resource groups are listed below.

6.3 Smartband Resource Group

The Smartband Resource Group must provide a unified interface to any Smart-
band model, including Smart Watches and related devices. For this reason, the
interface is designed as a superset of data access operations supported by most
of these devices. This includes access to personal data (e.g., age or name),
health-related data (e.g., heart rate or blood sugar level), activity data (e.g.,
acceleration or orientation), and location data. Besides these receiving operations,
most Smartbands have a small display for displaying short messages as well. The
Smartband Resource Group also defines a send operation to display messages
on the Smartband. However, not every Smartband model supports each of these
operations. This has to be handled by the Resource implementing these functions
for the respective Smartband model. The UnsupportedOperationException is
introduced for this purpose. This exception is automatically caught and handled
by the PMP, e. g., by passing mock data to the app.

The Smartband Resource Group defines several fine-grained Privacy Settings
to restrict access to the data provided by a Smartband. Basically, there is a
bivalent Privacy Setting for each type of data, via which the respective data
access must be granted or denied. That way, the user can decide which app is
allowed to access which data from the Smartband.

As already mentioned, this feature alone is a significant advance over the
state of the art because Android supports only one Bluetooth permission for all
types of devices and data—mnot to mention the fact that users cannot see whether
an app needs this permission at all. Moreover, the Smartband Resource Group
provides additional Privacy Settings for certain types of data. For example, the
accuracy of location data can be reduced. In addition, any data source in the
Smartband Resource Group can be replaced by a mocked implementation. All
mock values are within a realistic range, so apps can’t tell the difference.

Furthermore, Smartbands that provide location data can be integrated as
additional Resources into the existing Location Resource Group as introduced
in our previous work [51]. This allows the PMP to switch between the available
resources if required (e. g., if the location data of the Smartband is more accurate
than the location provided by the Smartphone).

6.4 Internet Resource Group

The Internet Resource Group provides a simplified interface for sending data
to and receiving data from a network resource (e.g., a back-end server). Both
functions essentially have two parameters, a destination address and the actual
payload. The payload parameter is also used to store the response of the network
resource. In the context of Smartband apps, such a simplified interface is sufficient.
In order to support apps that require a lot of interactions with network resources,
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this interface can be extended by further generic I/ O functions (e. g., to support
several network protocols).

Similar to the Smartband Resource Group, the Internet Resource Group also
defines bivalent Privacy Settings for both I /O functions. The user can decide for
each app separately whether s/he wants to allow this app to send data to and / or
receive data from the Internet. In addition, the permitted destination addresses
can also be restricted. Theoretically, it is possible to do this via a textual Privacy
Setting which indicates addresses to trusted network resources. However, the
user’s attention is limited and such a fine-grained address selection overburdens
him or her [9]. For this reason, the Internet Resource Group categorizes addresses
into different domains, such as the health domain or a domain for location-based
services. There is also a category “public” which does not restrict the permitted
destination addresses at all. In this manner, the user can see which domain a
certain type of app should have access to. For experts however, the Internet
Resource Group can still provide such a textual Privacy Setting described above
to fine-adjust the permissible address space.

7 Prototypical Implementation

To verify the applicability of our approach, we have implemented a basic fitness
app in addition to the two Resource Groups as described in Sect. 6.3 and Sect. 6.4.
The fitness app creates a local user profile, including age, height, and weight.
Workout data is collected by the Smartband’s motion sensors (e. g., to determine
current activities) as well as health data (e. g., the heart rate). These data are
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supplemented by location data from the Smartband to detect popular workout
locations. To share this data with others (e.g., with an insurance company to
document a healthy lifestyle) or to create a quantified self, this data can be
uploaded to an online account.

The fitness app defines five Features that can be individually deactivated by
the PMP. Once the app is installed, the PMP displays all these Features and the
user can make an initial selection (see Fig. 6a). For example, a user wants to
use the fitness app to record his or her workout progress in a local profile, only.
However, the app should not track his or her locations in this process and by no
means any data should be leaked to the Internet. This selection predefines which
service quality the user can expect from the app. To find out what permissions
are required for each Feature, the PMP can display additional information.

This interface via which apps are able to interact with the respective Re-
source Groups is described in the Android Interface Definition Language (AIDL).
Listing 1 shows such an interface definition for the Smartband Resource Group
in excerpts?.

1 interface SmartbandResource {

2

3 // access to personal data
4 int getAge();

6 // access to workout data
7 int getHeartRate();

8 “ e

9 // access to location data
10 Location getLocation();

11

12

13 }

List. 1: Interface Definition for the Smartband Resource Group in AIDL (excerpt) [55].

In addition, the user is able to adapt the Privacy Rules from a Resource
Group’s point of view as well. To do this, all Resource Groups requested by a
respective app are listed together with the Privacy Settings defined by them (see
Fig. 6b). Bivalent Privacy Settings such as “Send Data” can be switched on and
off directly by simply clicking on them. For textual and numerical Privacy Settings
such as “Location Accuracy”, the user can enter new values in an input mask
with a text field. Enumeration Privacy Settings such as “Admissible Destination
Address” open an input mask with a selection box (see Fig. 6¢). If the selected
Privacy Settings are too restrictive for a particular Feature, the PMP informs the
user that this Feature had to be deactivated due to conflicting Privacy Settings.

2 The data type Location is not supported by AIDL. Additional type definitions are
required to compile this interface definition.
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The PMP introduces the so-called Resource Group Information Set (RGIS)
to define Privacy Settings for Resource Groups. Like the Android App Manifest,
this file contains the metadata required by the PMP about a Resource Group.
Listing 2 shows an excerpt of the RGIS Privacy Settings definition for the Internet
Resource Group. As can be seen in that listing, each Privacy Setting consists
mainly of a unique identifier, a valid range of values, and a human-readable
description. The PMP reads these XML files to compile the configuration dialogs
for each Resource Group (see Fig. 6b).

1 <?zml wversion="1.0" encoding="UTF-8"2>
2 <resourceGroupInformationSet>
3 <resourceGroupInformation identifier="internet">

4 <name>Internet</name>

5 <description>Manages any network connections.</description>
6 </resourceGroupInformation>

7  <privacySettings>

8 <privacySetting

9 identifier="sendData"

10 validValueDescription=""'true', 'false'">

1 <name>Send Data</name>

12 <description>Allows apps to send out data.</description>
13 </privacySetting>

14 <privacySetting

15 identifier="destinationAddress"

16 validValues="'PRIVATE', 'HEALTH', 'LOCATION', 'PUBLIC'">
17 <name>Destination Address</name>

18 <description>Restricts destination address.</description>
19 </privacySetting>

20 oo
21 </privacySettings>
22 </resourceGroupInformationSet>

List. 2: Resource Group Information Set for the Internet Resource Group (excerpt) [55].

While the Feature selection is more suitable for normal users, the direct
configuration of Privacy Settings is intended for fine-tuning by experienced users.
According to the selected Features and the configuration of the Privacy Settings,
the PMP adapts the program flow of an app, binds the required Resources,
and carries out the configured anonymization operations. The user can adjust
all settings at runtime, e. g., to activate additional Features. Neither apps nor
Resource Groups need to deal with these data or program flow changes.

8 Assessment

As shown by prevailing studies, mobile platforms have to face novel challenges
concerning the privacy-aware processing of data from Smartbands [19, 42]. Since
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Table 2: Comparison of Privacy Systems for Mobile Platforms [based on 51, 52, 58].

Feature

System [Ra]  [R2]  [Rs] [Ra]  [Rs]
Android X () X X X
Apex X X v v X
AppFence ) X v X X
AppGuard X X v v X
AUDACIOUS v v X v X
Aurasium v v 4 X 4
CRéPE v v v v X
Data-Sluice X X 4 X 4
Dr. Android & Mr. Hide v v X X X
TacDroid X 4 4 X v
MockDroid X X 4 X X
Privacy Protector X X X X X
RetroSkeleton () v X ) )
SEAF X X v ()

Sorbet v X X X

YAASE v X v X

PMP v v v v v

Android permissions are based on technical functions of a Smartphone, there is
only a single generic BLUETOOTH permission restricting access to any kind of

Bluetooth devices including headphones, Smartbands, and even medical devices.

On the contrary, our approach introduces a more data-oriented permission
model. In this way the user is able to select specifically which data or function of a
Smartband an app should have access to. Moreover, the PPM, which is the basis
of our model, supports not only two-valued permission settings (grant and deny)
but also numerical or textual constraints. Thereby, it enables a fine-grained
access control, which is essentially for devices such as Smartbands dealing with
a lot of different sensitive data ([R4]). In addition, our model is extendable
([Rz]). That is, new devices can be added at runtime as Resources and are
immediately available for any app. In conclusion, due to these three key features
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our approach solves the privacy challenges of Smartband apps. Any privacy rule
can be changed at runtime ([R3]). Moreover, due to the PPM, a context can
be added to each rule in order to define a scope of app ([R4]). Finally, the user is
included in the configuration of the PMP all the time and s/he receives feedback
so that s/he is able to express his or her privacy requirements in the PPM ([Rs5]).
A side-by-side comparison of PMP and the related work introduced Sect. 5 is
shown in Table 2.

In addition, our approach also provides a solution for another big challenge in
the context of Smartband apps: The interoperability of devices from different
vendors is low. This means in effect, that each device uses its proprietary data
format for the data interchange with an app [10]. So, each app supports a limited
number of Smartbands, only. With our Smartband Resource Group, an app
developer has to program against its given unified interface and the PMP selects
the appropriate Resource which handles the data interchange.

Therefore, the usage of the PMP is particularly useful in an health context [60,
62], as early prototypes of health apps have shown [20, 54]. However, our approach
is only able to protect the user’s privacy as long as his or her data is processed
on the Smartphone. Once the data is sent out, the user is no longer in control.
Since many apps fall back on online services for data processing [8, 64], it is part
of future work to deal with this problem. In the following section, we give a brief
outlook on a possible solution for this problem.

9 Conclusion and Future Work

The improvements in the area of the Internet of Things in recent years have been
tremendous. Especially concerning wearable Smart Devices such as Smartbands,
there are numerous innovations. An increasing number of sensors are integrated in
Smartbands, enabling them to accurately capture the user’s context. In addition
to capture the user’s location, these devices are also able to recognize activities
as well as monitor health data. This makes innovative fitness and health apps
possible by gather and analyzing all of these data in order to create a quantified
self. As the processed data are highly sensitive, these apps require novel privacy
mechanisms adapted to the latest innovations in the area of Smartbands.

As neither the prevailing privacy mechanisms applied in the current mobile
platforms nor the latest research prototypes fully comply these special require-
ments, we come up with two extensions for the Privacy Management Platform
(PMP) dealing especially with Smartband apps. One of these extensions does
not only secure but also facilitate the connection to and data transmission
from Bluetooth devices. The other one makes date transmissions to the Internet
privacy-aware. This gives users full control over the access to and processing of
private data by Smartband apps, as evaluation results show.

However, Smartband apps often do a lot of data processing and analyzing not
directly on the user-controlled Smart Devices. Rather, most of the computation
takes place at external computing clusters hosted by mainly unknown third-
parties. These data stream processing systems have access to a large number of
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data sources and resources. Due to this huge amount of data and computing power,
they can derive much knowledge about the users. Local privacy settings on the
Smart Devices of the users restrict the knowledge extraction of these systems only
slightly. Therefore, in addition to an effective privacy system for Smart Devices
such as the PMP, an affiliated privacy system for stream processing systems is
required. As PATRON [56, 57] is highly effective in this area, future works has
to investigate how privacy rules for the PMP can be deployed to PATRON. An
initial step in this direction is the ACCESSORS permission model [60].
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