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ABSTRACT

The ability to capture and quantify any aspect of daily life
via sensors, enabled by the Internet of Things (IoT), data
have become one of the most important resources of the
21%* century. However, the high value of data also renders
data an appealing target for criminals. Two key protec-
tion goals when dealing with data are therefore to maintain
their permanent availability and to ensure their integrity.
Blockchain technology provides a means of data protection
that addresses both of these objectives. On that account,
blockchains are becoming increasingly popular for the man-
agement of critical data. As blockchains are operated in a
decentralized manner, they are not only protected against
failures, but it is also ensured that neither party has sole
control over the managed data. Furthermore, blockchains
are immutable and tamper-proof data stores, whereby data
integrity is guaranteed. While these properties are preferable
from a data security perspective, they also pose a threat
to privacy and confidentiality, as data cannot be concealed,
rectified, or deleted once they are added to the blockchain.

In this paper, we therefore investigate which features of the
blockchain pose an inherent privacy threat when dealing with
personal or confidential data. To this end, we consider to
what extent blockchains are in compliance with applicable
data protection laws, namely the Furopean General Data
Protection Regulation (GDPR). Based on our identified key
issues, we assess which concepts and technical measures can
be leveraged to address these issues in order to create a
privacy-by-design blockchain system.
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1. INTRODUCTION

“Data is the new oil.” is a commonly cited quote by Clive
Humby used to emphasize the importance of data in modern
times. Unlike oil, however, which was a key driver of the Tech-
nological Revolution only, data are revolutionizing society as a
whole. Smart cars are able to drive autonomously [66], smart
traffic enable more environment-friendly transportation [80],
smart buildings enable green energy management [42], and
smart healthcare facilitates the lives of both patients and
physicians [4], just to name a few examples. However, all of
this is only possible if the data of each participant is reliably
made available to all other parties involved [71].

Due to the high value which data as a commodity have in our
society, they become an attractive target for cyber-criminals.
However, cyber-attacks can not only cause immense economic
damage, but they also pose a threat to life and limb. For
instance, cyber-criminals could tamper with location data
of cars or traffic management data, causing accidents in the
process [38], or they could render medical data unreadable,
impeding the proper treatment of patients [93]. Therefore,
modern data management systems require specialized secu-
rity mechanisms, especially if human lives depend on the
data they are dealing with. First and foremost, they must
ensure that the data are immutable and tamper-proof. Since
blockchains possess these two key properties, it is hardly sur-
prising that they are commonly used as decentralized data
stores in such instances [90].

Despite all of these undeniable benefits of blockchains re-
garding the protection of sensitive data, their usage is not
uncontroversial if personal data are involved. Several legal
requirements imposed by the General Data Protection Regula-
tion (GDPR) [21] cannot be satisfied when using blockchains.
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Figure 1: Simplified Architecture of a Blockchain System.

For example, immutability is an inherent violation of the right
to be forgotten, while tamperproofing renders practicable
anonymization of data subjects impossible [92].

That is why we investigate how a privacy-by-design blockchain
system can be achieved without losing the immutability and
tamperproofing required from a security point of view. To
this end, we provide the following three contributions in
this paper: 1. We elaborate on which articles of the GDPR
blockchains are in conflict with when handling personal data.
2. We assess which research approaches can be used to resolve
these conflicts and how they can be applied to blockchains.
3. We identify open research questions that need to be ad-
dressed in this context in order to provide an efficient privacy
control in blockchains. Additionally, we outline how these
research gaps can be overcome.

The remainder of this paper is structured as follows: In Sec-
tion 2, we present the fundamental principles of blockchains
that are responsible for the conflicts with the GDPR. Then,
in Section 3, we elaborate on the articles of the GDPR with
which blockchains are intrinsically in conflict. Section 4
presents related work and addresses how our work differs
from these studies. We discuss technical approaches towards
a GDPR~compliant blockchain in Section 5, before identi-
fying open research questions in this regard in Section 6.
Finally, Section 7 concludes this paper.

2. BLOCKCHAIN FOUNDATIONS

Whenever multiple parties operate on a common database
and share their data with each other, centralized databases
often pose a problem. On the one hand, the availability of the
data depends entirely on this database —i.e., it represents for
all participants a single point of failure for their operability.
On the other hand, the central authority that operates the
database has full control over the data and is capable of
establishing the single point of truth, e.g., by manipulating
the data or by withholding the data. To address such issues,
distributed ledger technology has come to forth recently [96].
A distributed ledger represents a decentralized data storage,
where each participant maintains the entire data stock. A
consensus is reached among all participants as to which
data or which transactions are authorized and added to the
ledger [7]. The blockchain is a subtype of a distributed ledger.

In the following, we initially delve into the structure and
architecture of blockchains in Section 2.1. Then, in Sec-
tion 2.2, we present the distinctive security features that
a blockchain entails. Since there are several approaches to
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Figure 2: Internal Structure of a Blockchain.

reach a consensus, we outline the most important ones in
Section 2.3. Furthermore, there are also different operating
modes for blockchains, which are introduced in Section 2.4.
Moreover, in Section 2.5, we identify the query capabilities
of blockchain systems. Finally, we discuss four different ap-
plication examples of blockchains in Section 2.6, which are
representatives for fundamentally distinct types of use of
blockchain systems.

2.1 Architecture of Blockchains

Although there are different types of blockchain systems,
all of them apply distributed ledger technologies. That is,
there is no central component that manages and controls the
blockchain, but rather control is distributed among several
emancipated nodes that mutually decide on and synchronize
the content contained in the blockchain. In such a network of
equal peers, it is crucial that there is a systematic mechanism
by which all involved nodes can make a decision about which
data to include in the blockchain [87].

Figure 1 shows how this is achieved. All data to be included
in the blockchain are gathered in a data pool. A subset of
these data is accepted for inclusion in accordance with certain
boundary conditions. There are different approaches how to
reach consensus on which subset to include. More details on
such consensus technique can be found in Section 2.3. Each
node of the peer-to-peer network holds an equal instance of
this blockchain including all contents from the data pool on
which the peers have agreed. Optionally, for performance
reasons, the added data are additionally deposited in an
external data store. To verify the integrity of this data store,
it can be checked against any of the blockchain instances [52].

The actual blockchain, i.e., the storage structure in which the
data are managed, consists, as the name suggests, of a chain
of blocks. This chain structure is shown in Figure 2. Each of
the blocks in the chain comprises two components: a header
containing metadata and a body containing the payload data,
i.e., the data picked from the data pool. The very first block
of a blockchain is called genesis block. When additional data
from the data pool have to be added, a cryptographic hash
is calculated for them. This hash fulfills two purposes: First,
this digital signature protects against unnoticed tampering of
the contents —if the data would be manipulated, this would
lead to a different cryptographic hash — and second, it serves
as a unique fingerprint for the respective block containing
these data. Each block except for the genesis block points
to its predecessor by means of this fingerprint. Thereby, all
blocks are inherently linked together [39)].

From a technical point of view, both the fingerprints of the
blocks and their coupling is realized via the metadata in the
headers. To this end, a header contains five components.
First of all, the block version indicates some key data regard-



ing the block generation and therefore, e.g., which validation
rules have to be followed. Furthermore, the hash of the pre-
ceding block is included. This reference not only ensures the
coupling of the blocks, but also guarantees that no tampering
can occur in any of the predecessor blocks. Keep in mind
that the header is a part of the block itself. That is, it is also
protected via the cryptographic hashes. Thereby, the entire
blockchain is rendered tamper-proof. Only the very last
block of a blockchain can be removed unnoticed since there
is no tight coupling to other blocks yet. However, beyond
a certain depth—i.e., a block that has a certain number of
subsequent blocks—it can be assumed that this coupling is
sufficiently secure. Naturally, the cryptographic hash itself is
also included in the header. For instance, this hash can be
represented in the form of a Merkle tree root [48]. Further-
more, a timestamp is assigned to each block, representing
the time at which it was created. This timestamp applies
to all data contained in the block, since this is the time at
which these data have been made valid in the context of
the blockchain. The target threshold indicates the difficulty
with which a consensus can be reached, i.e., how difficult it
is to add a new block to the blockchain. Depending on the
blockchain system and its consensus procedure, the header
may include additional components [45]. The key facts about
these header components are summarized in Table 1.

2.2 Security Features of Blockchains

From a security perspective, blockchains inherently possess
three relevant properties, namely they are decentralized, im-
mutable, and tamper-proof. Since identical instances of the
blockchain are distributed and maintained by each partici-
pant in the peer-to-peer network, no central entity can gain
full control over the blockchain and thus data sovereignty.
Due to this redundant distribution of the blockchain on sev-
eral nodes, an attacker would have to control the majority of
the computational power or manipulate the majority of the
nodes to constrain the availability of trustworthy data [73].

Table 1: Overview of the Components of a Block Header.

Data Content

Header Component

This gives some insights about the
block, e.g., regarding its supported
protocols as well as which block vali-
dation rules have to be applied.

Block Version

This reference is used to tightly couple

Previous Block Hash a block to its direct predecessor block.

A representation of the cryptographic
hash over all contents of the respective
block, e.g., a Merkle tree root.

Cryptographic Hash

This is the time at which the block was
generated. This timestamp is also the
time as of which the data contained
in the block is valid.

Timestamp

This parameter describes the difficulty

Target Threshold to generate a new block.

The trustworthiness of the data is ensured by digitally signing
each block with a cryptographic hash. Manipulations and
thus a loss of data integrity would be immediately noticed by
means of this signature. Furthermore, each individual block
is protected by the tight coupling of the blocks to prevent
an attacker from manipulating the signature in addition to
the content of a block. These two interlocking mechanisms
render the data tamper-proof beyond a certain block depth,
i.e., in blocks that are already tightly coupled [55].

Lastly, immutability is a direct result of the two security
features described above. On the one hand, the permanent
availability of data is ensured due to the distributed data
storage and the guarantee that no party can gain sole control
over the blockchain. On the other hand, tampering can be
detected immediately due to the guarantee that the data
are protected via cryptographic hashes. Assuming that an
attacker is unable to tamper with all nodes in the peer-to-
peer network simultaneously, nodes that detect tampering
in their own blockchain instance can replace it with a valid
instance obtained by any peer in the network. Therefore,
data in the blockchain can be considered immutable [33].

2.3 Consensus Procedures of Blockchains

A consensus protocol is used to agree on which data subset
to include in the next block that extends the blockchain. To
this end, there are different approaches. These approaches
can be divided into two main classes: absolute-finality con-
sensus protocols and probabilistic-finality consensus protocols.
Absolute-finality consensus protocols (e.g., Practical Byzan-
tine Fault Tolerance [11]) render a data record immediately
valid and make it available to all parties as soon as it has been
inserted into a block. Probabilistic-finality consensus proto-
cols, meanwhile, only support eventual consistency. That is,
a data record can be removed from the blockchain retrospec-
tively under certain conditions. As discussed above, the last
block of a blockchain can be removed without causing any
problems, since it is not yet validated by other subsequent
blocks. In probabilistic-finality consensus protocols, a data
record in a blockchain is therefore not considered valid until
it is in a block with a certain depth. Despite this limita-
tion, however, probabilistic-finality consensus protocols are
generally preferred in blockchains because absolute-finality
consensus protocols require a single central leader that dic-
tates which data records are valid for all parties [103].

Two of the most relevant probabilistic-final consensus pro-
tocols in terms of their role in today’s blockchain systems
are Proof-of-Work and Proof-of-Stake. In Proof-of-Work
approaches, a certain achievement has to be accomplished
first in order to be allowed to generate a new block and
add it to the blockchain. To this end, a so-called miner
has to solve a puzzle. For instance, this can be a mathe-
matical or cryptographic operation. The miner who solves
this puzzle first for the selected subset of data, is allowed to
generate the next block, i.e., add the respective data to the
blockchain. However, solving the cryptographic challenge
requires a tremendous amount of computational power. To
compensate for this effort, the successful miner receives a
reward in terms of coins of the respective cryptocurrency.
Afterwards, this process starts all over again, i.e., miners
pick new subsets from the data pool and try to solve another



puzzle [2]. To prevent wasting the use of computational
power on solving a useless puzzle, there are also extensions
to Proof-of-Work in which a meaningful task must be solved
by the miners, e.g., training a deep learning model [5].

Nevertheless, Proof-of-Work is still highly profligate in terms
of energy consumption. The Proof-of-Stake approach there-
fore simplifies this process by randomly selecting a participant
who is entitled to generate the next block of the blockchain.
Although the selection is basically random, it depends on
the stake of a participant. In other words, the more coins of
the respective cryptocurrency a participant owns, the more
likely s/he will be entitled to generate the next block [6].
Yet, despite the significantly higher energy consumption,
most of the large long-established blockchain systems such
as Ethereum [100] rely on the Proof-of-Work approach.

2.4 Operating Modes of Blockchains

There are basically two different modes of how a blockchain
can be operated. In a public blockchain, it is assumed that
anyone can join the peer-to-peer network without having
been authorized to do so beforehand and can also leave it
at any time. This operating mode is therefore also referred
to as permissionless. Consequently, it is not necessary (or
provided) to verify the identity of any of these peers. The
blockchain can only be successfully maintained if sufficient
peers are motivated to provide their computing power and
storage space needed to store a full instance of the blockchain
locally. Typically, this is achieved by means of monetization,
which raises the operating costs of the blockchain. However,
this is necessary as the security features of the blockchain
are only guaranteed if there are enough trusted peers, i.e., an
adequate number of copies of the blocks. Since anyone can
join the peer-to-peer network, anyone also gets full access to
the data stored in the blockchain [41]. It is therefore obvious
that public blockchains are not suitable for storing private or
confidential data. Therefore, they are not further considered
in the context of our work.

In contrast, private blockchains have a central regulatory
authority that decides who is allowed to participate in the
peer-to-peer network. This operating mode is therefore re-
ferred to as permissioned since authorization is necessary in
order to gain access to the blockchain. In order to be able to
grant such access rights, it is a fundamental prerequisite that
all peers are uniquely identifiable. Although the number of
nodes in private blockchains is thus smaller than in public
blockchains, the security features can still be assumed since
each peer can generally be trusted. It is also possible to
exclude peers that show malicious behavior from further par-
ticipation. Due to the smaller number of nodes and the low
dynamics in terms of fluctuation, the peer-to-peer network
can be operated much more efficiently. Furthermore, it is en-
sured that only trusted participants have access to the data.
Although a central authority decides who is allowed to join
the network, there is still not a single authority controlling
all nodes [30].

Hybrid and consortium blockchains are somewhere in be-
tween. Here, a group of participants has joint control over
the blockchain instead of a single central authority [39]. In
the context of our work, however, they can be considered as
subtypes of private blockchains.

2.5 Query Capabilities of Blockchains

Blockchains do not have a dedicated data model by default.
In principle, any data objects can be stored in the blocks.
The contents of a block can also be heterogeneous, i.e., each
data object can have a different underlying data model. The
only requirement posed by blockchains in this regard is that
each object has a unique identifier. Therefore, the basic
query capabilities of blockchains are similar to those of key-
value stores. That is, for data access there is basically a get
operator available, which receives the ID of a data object as a
parameter and returns the corresponding data object [95]. To
find the requested data object, all blocks must be traversed
sequentially until the queried ID is found, i.e., the query costs
increase with the data volume contained in the blockchain [1].

Similar to NoSQL data stores, there is no uniform query
language. For instance, some blockchain systems also support
a document-oriented access model —i.e., data objects are
stored as JSON documents—which also facilitates more
complex queries based on the attributes of the objects [97].
Yet, this requires the introduction of a stricter data schema
which restricts the generality of the blockchain in the process.
Furthermore, some blockchain systems also have additional
features for query optimization, such as index structures
for efficient data access [56] or an additional database that
contains the most current state of all objects managed by
the blockchain [58]. However, such approaches only represent
island solutions and are not representative of blockchain
technology in general.

Besides these types of access, which are comparable to key-
value stores and document stores, blockchains offer a further,
more sophisticated query mechanism in the form of smart
contracts. The term smart contract was coined by Szabo in
1997 [88]. The smart contract is seen here as a version of a
real-world contract implemented as an executable program.
In simple terms, actions are subject to certain conditions. If
these conditions are met, the contract is executed, i.e., the
actions specified therein are carried out. Smart contracts
have also made their way into the blockchain landscape. In
this context, a smart contract describes which transactions
are to be executed on certain data of the blockchain when a
specified condition applies. The results of these transactions
are automatically added to the data pool and thus eventually
also become part of the blockchain eventually. The smart
contracts themselves are also stored in the blockchain and are
therefore publicly available and unchangeable for all parties,
which renders them trustworthy [32].

In other words, a smart contract is a user-defined function
specified in an imperative programming language. Such a
function has a set of input parameters and a well-defined
return value. Thus, a smart contract can also be leveraged as
a parameterizable query for blockchain systems. A smart con-
tract developer can implement any query logic provided that
the supported programming language is Turing-complete.
Thus, complex query functionalities which are widely used
can be deployed as a smart contract and are then available
to all users of the blockchain [14]. However, the definition
of a smart contract is complex and comprehensive I'T knowl-
edge is required. Furthermore, smart contracts pose a huge
security risk, as even the smallest errors contained in the
contract’s code jeopardizes the integrity of the blockchain
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Figure 3: Structure of a Block for Transactions.

and all of its data [40]. Therefore, the utilization of smart
contracts should rather be limited to a necessary minimum.

2.6 Application Examples of Blockchains

Originally, blockchains gained popularity in the context of
digital currencies, such as the cryptocurrencies Bitcoin [57]
and Ripple [74]. Today, however, they are being field-tested
in many non-financial applications as well [91]. This has led
to a plethora of novel application domains for blockchains [17].
Examples can be found in the form of non-fungible tokens
(NFT) [60], identity management systems [77], and access
control systems [18]. When looking at all these use cases,
four categories of applications can be identified, which are
differentiated based on the types of data that are managed
in the blockchain. In the following, we take a closer look at
these four types of applications.

Chain of Transactions.

The medium of exchange of a cryptocurrency, such as a
Bitcoin or a Satoshi, are assumed to be fungible. That is, they
are transferable objects, whereby every Bitcoin and every
Satoshi are basically identical. For instance, the Bitcoin with
ID 1 is as valuable as the Bitcoin with ID 2. However, just
as with physical means of payment, it has to be technically
ensured that only one entity can have a specific instance of
a Bitcoin at any given time. In particular, this means that
each instance is unique and cannot be duplicated, e.g., via
exchange [54].

This property can also be applied to the exchange of non-
fungible objects. These are objects where each instance has
individual and possibly fundamentally different properties.
In the context of NFTs, blockchain technologies are therefore
used to manage virtual objects and to record the ownership
of the respective object. More precisely, the blockchain itself
records which transactions are executed with these tokens.
This allows not only to unambiguously trace who the current
owner of a particular token is, but also the complete history
of the token with all its previous owners [64].

This is practical, however, for tangible assets as well. For
instance, it must also be recorded in a land register who
owns a real estate property and how this property came into
their possession. In the case of such a land register, it is not
only necessary that it is tamper-proof, but also that it can
be consulted publicly. Both properties are guaranteed by a
blockchain. In the course of the digitization of notary data,
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Figure 4: Structure of a Block for Time Series Data.

it is therefore reasonable to manage sales transactions of real
estates in blockchain systems [101].

Figure 3 shows the data model used for this purpose. Es-
sentially, the blockchain manages data triples consisting of
a seller, the transferred goods, i.e., the real estate, and a
buyer. These three instances can either be fully stored in
the blockchain or merely exist as references to an external
store. A transaction is not considered to have taken place
until it appears in the blockchain. As a result, each of these
transactions, i.e., each triple, additionally has an implicit
timestamp, namely the creation time of a block, as this by
definition marks the execution time of the transaction. The
complete blockchain therefore represents the land register in
which the histories of all real estates can be traced.

Time Series Data.

While the data model and the application of the blockchain in
the chain of transactions largely correspond to the operating
model used by cryptocurrencies—instances are transferred
from A to B— blockchains can also be used in a completely
different manner. Instead of using triples representing trans-
actions, data objects can also be managed in the blockchain
as a sequence of key-value pairs describing the attributes of
the corresponding entities [9].

This can be applied productively in the area of supply chain
management, for instance. Here, it is important to be able
to model the life cycle of a product, i.e., its processing, from
production to consumption. In this context, it is often neces-
sary to comply with standards and regulations and to enable
third parties, such as control authorities, to conduct a com-
prehensive audit [23]. One specific use case, e.g., is to check
whether the cold chain of a product has been permanently
maintained. To do this, IoT-enabled sensors regularly check
the temperature and report it to the blockchain system [83].

Figure 4 shows the data model used for this purpose. In
addition to the product to which the temperature reading
belongs and, of course, the measured value itself, the time
of the reading also has to be recorded in this case. In con-
trast to the previous application example, the timestamp
that implicitly exists in the block header cannot be used for
this purpose, since the time of the measurement can differ
significantly from the creation time of the block. Further-
more, multiple measurements can be stored in a block, each
recorded at an individual time. The assumption made in the
previous use case (chain of transactions) that a fact, i.e., a
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Figure 5: Structure of a Block for Singular Instances.

transaction, is not valid until it is added to a block, does not
apply here. That is, the timestamp in the block header only
represents an upper threshold as to when the measurement
has taken place at the latest.

Singular Standalone Instances.

In both use cases discussed so far, there was a time depen-
dency within the data managed in the blockchain. That is,
the set of all blocks represent a history for the particular
objects. However, in certain use cases, there is no such de-
pendency. This is always the case when singular standalone
instances are managed in the blockchain.

A good example for this is an electronic election. Each
vote represents thereby an independent instance, which has
neither a connection to other votes, nor a history [24]. In
order to conduct electronic elections in a trustworthy manner,
the results must be audible and verifiable for everyone [12].
This can be ensured by a blockchain-based management of
ballots.

As shown in Figure 5, each vote can be stored in the
blockchain in a largely anonymous manner! [89]. For this
purpose, in addition to an ID of the ballot to prove that
it is a valid vote, the person for whom the vote is for, is
also stored in the blockchain. Such an entry does not have a
timestamp, since it is ensured for all valid votes, i.e., all votes
that end up in the blockchain, that they were received in due
time. An individual timestamp for each ballot is therefore
not required. Although an implicit timestamp is given by
the block, it is completely meaningless in this use case.

Validation Data for External Storages.

In all preceding use cases, we assumed that the payload data
are stored directly in the blockchain. This is referred to as
on-chain data management. As a result, full transparency is
achieved, as anyone with access to the blockchain can verify
the integrity of the data. Furthermore, availability is also
guaranteed, as all contents of the blockchain are immutable,
i.e., they cannot be deleted. However, it is not always pos-
sible to store the full payload data in the blockchain, for
instance due to their size. This is referred to as off-chain

"However, it has to be noted that certain conclusions about
the respective voter are still possible due to the required infor-
mation regarding the ballot. Therefore, a public blockchain
is still not an option.
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Figure 6: Structure of a Block for Validation Data.
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data management. In this case, the actual data objects are
outsourced to an external data store. In the blockchain it-
self, only verification data are stored, which can be used to
check whether the payload data on the external storage have
been manipulated. Yet, this represents massive limitations in
terms of availability and integrity, since payload data on the
external storage can be fully deleted and manipulations can
be detected, but not prevented or undone [31]. Nevertheless,
this is often the only option when big data need to be man-
aged or comprehensive data analytics are required, since on
the one hand the storage space in the blockchain is expensive,
and on the other hand the data processing capabilities of a
blockchain are inherently rather limited [99].

One such use case are electronic health records [68]. While
managing the entire record in the blockchain would be reason-
able from a theoretical point of view, as this would provide
the maximum protection against loss or manipulation, this is
generally not feasible in practice. Large entries in the patient
record, such as high-resolution CAT scans (computer-assisted
tomography), would inflate the volume of data to be stored
excessively. Rather, the blockchain serves only as a security
measure that can be used to verify the integrity of the actual
health records [46].

Figure 6 shows the data model for such a use case. Only fin-
gerprints for each health record are stored in the blockchain,
e.g., as cryptographic hashes. When the record is accessed,
its hash value can be calculated and verified against the hash
stored in the blockchain. If they match, it is ensured that
the record has not been tampered with. The payload data
can be stored in any data store and data format. However,
since a health record must be constantly updated — for in-
stance, as new diagnostic findings or examination results are
added —a new fingerprint must be stored in the blockchain
for each legitimate modification. That is, only the most
recent fingerprint of each record is actually relevant, as there
is typically no history for the record itself. Yet, the most
recent fingerprints for all records can be spread across the
entire blockchain. The timestamp of a block therefore only
matters in the sense that the blockchain has to be scanned
sequentially, starting with the block with the most recent
timestamp, until a fingerprint for the respective record is
found. For efficiency reasons, this scan can be facilitated by
access structures, such as a world state, which points directly
to the most recent fingerprint for each record. FalconDB [63]
is an example of this usage of blockchain technology.



In the context of our work, however, this type of blockchain
application, in which the blockchain merely serves as a means
of verification for external data storage, is of no further in-
terest. Since the privacy-critical data is held in the external
storage, conventional protection measures can be applied di-
rectly to the data. The fingerprints stored in the blockchain
are not relevant from a privacy perspective, as they do not en-
able to draw any confidential or compromising inferences [61].

3. BLOCKCHAINS AND THE GDPR

The GDPR is intended to give data subjects® full control
over their personal data in an increasingly digitalized world —
they must be empowered to control who has access to their
data. So, it is not surprising that blockchains, which are
primarily designed to make data permanently and immutably
accessible to all interested parties, are in conflict with such
regulations if personal data are involved.

In her study, Finck [22] therefore examines whether
blockchains can be squared with the GDPR. Here, a funda-
mental problem becomes apparent, namely that the GDPR
presumes that there is a data controller who is responsible for
compliance with the data protection rights of data subjects
(Article 24). However, due to the decentralized nature of
blockchains, such a central control authority does not ex-
ist. As a result, the study concludes that it is difficult to
achieve GDPR-~compliance, especially for public blockchains.
Therefore, we focus on permissioned blockchains (e.g., private
blockchains), where there are organizational and technologi-
cal regulatory means.

Going over the articles of the GDPR in consecutive order,
the first articles that seem to be relevant for blockchains are
Articles 5 and 7. They specify the legal framework within
which processing of personal data is allowed. If the data
are processed directly in the blockchain, smart contracts can
specify exactly for which purpose the data are processed as
well as in which way they are processed. Thereby, a kind of
purpose limitation (Article 5(1)(b)) is achieved. As all data
stored in the blockchain are available to all participants of the
peer-to-peer network, this nevertheless raises a problem with
regard to data minimization (Article 5(1)(c)). Furthermore,
since the data in the blockchain are immutable, neither the
accuracy of the data can be improved retroactively (Arti-
cle 5(1)(d)) nor any storage limitation (Article 5(1)(e)) can
be enforced as blockchain are an append-only data structure.
Moreover, the consent of the data subject (Article 7) is only
reliably respected within the scope of a smart contract. If the
data are processed outside the blockchain, the agreements
reached in the smart contracts no longer apply.

A data processor has the duty to inform the data subjects
about the collection and processing of their personal data
(Article 12—15). In order to enable a data subject to do
this, however, a query interface is needed that can be used to
retrieve all aspects regarding the collected data. The query
capabilities supported by blockchains, namely a low-level
key-value query interface and the option to define smart
contracts, are by no means sufficient for this purpose. With

2In accordance with the GDPR, a data subject is an identi-
fied or identifiable natural person whose personal data are
processed (Article 4(1)).

the former, no targeted queries about a certain data subject
are possible and with the latter, a lot of contracts would
have to be implemented to cover all use cases, which poses
a considerable security threat—and an overhead as well.

Table 2: Summary of the GDPR Articles with which
Blockchains Inherently Conflict due to Technical Reasons.

GDPR Article

Conflicting Blockchain Property

By default, blockchains do not impose a pur-
pose limitation. However, a kind of purpose
limitation can be achieved via well-defined
smart contracts.

Article 5(1)(b)

All data on the blockchain are accessible
to all nodes. Therefore, there is no data
minimization.

Article 5(1)(c)

Data on the blockchain are immutable, i.e.,
their accuracy cannot be improved retroac-
tively.

Article 5(1)(d)

Since blockchains are append-only data
structures, storage limitation cannot be
achieved.

Article 5(1)(e)

In general, blockchains do not require the
consent of a data subject to process his or
her data. However, this can be realized via
smart contracts.

Article 7

In order to fulfill the duty to inform the data
subjects, comprehensive query capabilities
must be provided. Yet, the query capabili-
ties of blockchains are rather limited.

Article 1215

The right to rectification cannot be enforced
in blockchains as the data are stored im-
mutable and tamper-proof.

Article 16

The right to erasure cannot be enforced in
blockchains as this would destroy the inter-
nal blockchain structure.

Article 17

When using smart contracts, the right to
restriction of processing can only be enforced
if a majority of blockchain nodes agree to
the requested changes.

Article 18

If data processing is handled by au-
tonomously acting smart contracts, the au-
tomated individual decision-making is vio-
lated.

Article 22

In order to enforce the rights of data sub-
jects, an all-embracing data controller is re-
quired. Yet, such a central authority funda-
mentally contradicts the decentralized na-
ture of a blockchain.

Article 24

Only if all the ten technical issues listed
above are addressed, a blockchain can sup-
port data protection by design.

Article 25




Furthermore, since each node operates independently, there
is no holistic view covering all peers and their activities, e.g.,
with regard to local data processing.

If the data stored in the blockchain are incorrect, a data
subject also has no means to have them corrected as required
by the right to rectification (Article 16) due to immutability
and tamperproofing. It is also not possible for a single data
subject to exercise its right to erasure (Article 17) —due to
the linkage between the blocks only the last block can be
erased without destroying the structure of the blockchain.
Furthermore, even the last block can only be deleted com-
pletely or not at all. Since a block contains an arbitrary
subset of the data from the data pool, the deletion of a block
therefore always affects the data of several data subjects.

As smart contracts execute transactions automatically and
without human intervention, data subjects also have issues
exercising their right to restriction of processing (Article 18).
Only when a smart contract has been modified on the ma-
jority of the nodes of the peer-to-peer network according to
the requested restrictions, the modifications will take effect.
In any case, the automated individual decision-making (Arti-
cle 22) bears another conflict potential, since smart contracts
can be used for such decision-making. Therefore, the usage
of smart contracts in the context of personal data has to be
regarded as problematic in general.

Other regulations such as the territorial scope (Article 3)
and the lawfulness of processing (Article 6) are primarily
organizational issues. In our work, however, we focus on
technical aspects of the blockchain that inherently conflict
with the GDPR.

In summary, it can be observed that the immutability and
tamperproofing of blockchains in particular cause problems
with regard to the correction and deletion of data. Further-
more, the decentralized management of the data poses a
challenge in terms of restricting access to the available data.
This also results in an issue regarding a central controller that
ensures compliance with data protection regulations. These
issues must be overcome in order to support data protection
by design (Article 25) for blockchains.

Table 2 outlines the key conflicts that we identify in
blockchains with regard to the GDPR. Here, however, we
focus only on the first and foremost technical aspects.

4. RELATED WORK

Due to an increasing number of novel use cases for
blockchains, there is a large body of research regarding
blockchains and privacy in addition to the aforementioned
study by Finck [22]. Haque et al. [29] conduct a comprehen-
sive literature review on different aspects of how to improve
the GDPR-compliance of blockchains. They conclude that
there is basically a lot of prior work on the topic of GDPR-
compliant blockchains. Yet, besides some well researched ap-
plication areas, such as the healthcare sector, there are many
unexplored areas where there are still open research questions
regarding GDPR-compliance issues with blockchains.

This is due to the fact that studies such as those by Cam-
panile et al. [10] or Miyachi and Mackey [50] deal with a
very specific use case for blockchains in the area of smart

cars or smart healthcare, respectively. They are developing a
privacy-aware blockchain solution for exactly these use cases.
However, these solutions require a dedicated infrastructure
and cannot be transferred to other application areas and use
cases due to their high degree of specialization.

While these studies focus on technical solutions to make
blockchains GDPR-compliant for specific use cases, studies
like the one by Shuaib et al. [76] provide administrative
guidelines on how blockchains can be used to store sensitive
data, such as electronic health data. In a similar direction,
the work by Molina et al. [51] presents high-level design
guidelines for administrators to set up a GDPR~compliant
infrastructure with blockchains.

Furthermore, blockchains are also assessed from a purely
legal perspective. Poelman and Igbal [65] come to the disil-
lusioning conclusion that GDPR-compliant blockchains are
basically impossible. However, they water this statement
down by adding that it might be possible in a permissioned
private blockchain with appropriate extensions. Yet, this
requires that certain limitations have to be accepted re-
garding the key characteristics of the blockchain, namely
decentralization, immutability, and tamperproofing. In con-
trast, Manteghi [47] concludes that current privacy laws also
need to be adjusted to enable a “peaceful” coexistence with
blockchains. One way or the other, there is a need for action.

Related work thus can be divided into four categories: lit-
erature reviews, privacy-aware blockchain solutions tailored
to specific use cases, administrative guidelines, and legal
assessments. Our work differs significantly as we investigate
technical measures that can be added to any blockchain to
achieve compliance with the GDPR. To this end, we discuss
techniques that are well-known from other application areas
and describe how they can be applied to blockchains in order
to comply with data protection requirements.

S. APPLICABLE SOLUTIONS

As discussed in Section 3, a major problem of blockchains
with regard to the GDPR is their inability to rectify or erase
personal data. To this end, we explain in Section 5.1 how
hierarchical data encryption can be used to achieve data
purging in blockchains. Yet, better than correcting data
retrospectively is to ensure that data quality is as high as
possible beforehand. Therefore, we explain in Section 5.2 how
attribute-based authentication can be used to prevent data
from dubious sources from being included in the blockchain
in the first place. Moreover, these techniques also enable
purpose-based permission control, as we show in Section 5.3.
These permissions are able to minimize the disclosed informa-
tion about the data subject by applying privacy filters to the
data. In Section 5.4, we discuss how these filters can be used
to realize the principles relating to processing of personal
data in blockchains. To this end, we detail three variants
of privacy filters, namely pattern-based privacy filters, time
series privacy filters, and statistical privacy filters. Finally,
the distributed nature of blockchains poses a problem with
respect to the GDPR, as there is no distinct data controller.
For this reason, we conclude in Section 5.5 with a reflection
on how all these techniques can be incorporated into a central
privacy control architecture for blockchains.



5.1 Data Purging by Encryption

In order to permanently delete data, there are two methods
that are considered to be reliable: Either the data carrier on
which the data is stored is physically destroyed or the sectors
containing the data in question are overwritten several times.
Both approaches guarantee that the data cannot be restored.
However, there are use cases in which neither of the two
methods can be applied, as organizational reasons speak
against the destruction of the data carrier—e.g., because
there are also data on it that must not be deleted or because
the costs for frequent deletions would skyrocket — or because
it is not possible for technical reasons to access an explicit
data sector via the available interfaces—e.g., when dealing
with databases.

In such cases, another method has proven to be extremely
reliable: data purging by encryption. Here, all data in the
data store are encrypted. This is done completely automat-
ically in the background and is entirely transparent to the
user. The keys are kept outside the data store containing
the payload data. To delete data, it is sufficient to destroy
the associated keys, since subsequently the data cannot be
decrypted and are therefore rendered unreadable. Since the
keys are much smaller than the payload data, they can be
held in special data stores that ensure secure erasure, e.g.,
by providing interfaces via which read and write operations
can be performed at sector level. Such an encryption-based
erasure procedure also fulfills the purging requirements of
privacy laws [75].

Although it is not possible to delete data in blockchains
due to the cryptographic hashes and the links between the
blocks, a data purging by encryption approach can grant the
right to rectification as well as the right to erasure, without
thereby rendering the immutability and tamperproofing as
such obsolete. If personal data are stored in the blockchain in
encrypted form, the blockchain can still guarantee immutabil-
ity via the hashes. However, data can only be processed as
long as the key required for decryption exists. If this key
is stored externally in a trusted environment and the data
subjects are given full control over their keys, they can make
their data unreadable at any time. Also, not all data on
the blockchain have to be encrypted, but only those that
are considered personal data according to Article 4 of the
GDPR.

For instance, the blockchain system Hyperledger Fabric® uses
CouchDB* to represent the world state, i.e., the consolidated
view of all nodes. Stach and Mitschang [84] have shown
that secure deletion is feasible efficiently on such document-
oriented databases via an encryption-based approach. Op-
posed to a regular database, blockchains are append-only, i.e.,
such an approach also results in less overhead since update
operations involving multiple decryption and encryption oper-
ations are omitted. Thus, data purging by encryption can be
considered an applicable technical solution for a blockchain,
e.g., to implement the right to erasure.

3see https://www.hyperledger.org/use/fabric (accessed
on August 22, 2022)

“see http://couchdb.apache.org/ (accessed on August 22,
2022)
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Figure 7: Data Purging by Encryption in a Blockchain.

Yet, with regard to the management of the keys, an effective
strategy has to be adopted due to the large amount of data
that can accumulate in a blockchain and thus the potentially
large number of keys. Here, a structural property of many
blockchains can be exploited. In blockchains, so-called Merkle
trees are often used for data verification. This is a hash tree in
which the leaves contain the hashes of the payload data, and
the inner nodes contain a hash of its child nodes (see Figure 7
upper part). That is, a hierarchical structure is established,
where each node is responsible for the consistency of all data
contained in the subtree rooted at that node [39].

Waizenegger et al. [98] have introduced a tree-like data struc-
ture for managing keys. The keys with which payload data
are encrypted are located at the leaf level. Each key is based
on its parent node. In this way, all keys in a subtree become
invalid if the key in its root node is deleted (see Figure 7
lower part). These two tree-structures can be mapped to
each other, so that the required keys can be deleted very
easily as soon as the node in whose subtree the data to be
purged is located has been identified in the Merkle tree. This
interrelation is outlined in Figure 7.

5.2 Attribute-Based Data Authentication

Data purging by encryption can also be used to correct
data in a blockchain by deleting the incorrect data and then
adding the corrected data to the data pool of the blockchain.
However, this is a costly process. It is therefore much better
to ensure the highest possible data quality in advance. One
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(cf. Gritti et al. [27]).

way to achieve this is to accept data from reliable sources,
only. That is, an authentication of data sources is required.

Attribute-based authentication methods are suitable for this
purpose as they can distinguish between different sources at
a fine-grained level. These methods are based on a digital
signature that contains certain attributes of the signer —i.e.,
the data source. As a result, the signature can not only be
used to verify that the data has been transmitted genuinely,
but it can also be used to determine unambiguously which
properties the sender has. These properties are then checked
against a policy. Only if they meet this policy the data are
considered authentic [13].

Thereby, it is possible, e.g., to verify that the device that cap-
tured data about a data subject has the necessary software
and hardware to capture this kind of data with a sufficient
degree of accuracy. The attribute-based approach enables
an arbitrary fine-grained distinction of entities, since the
number of attributes used is not restricted. Nevertheless, it
is an effective way to specify a policy to determine which re-
quirements a source has to meet in order to provide a certain
kind of data. It is only necessary to specify a threshold for
the relevant attributes that a source must at least satisfy. All
other attributes can be ignored when verifying the signature.

However, the virtually unlimited number of attributes that
a signature can contain also harbors an inherent threat with
regard to the privacy as some of the attributes might reveal
too much information about the sender. This would represent
a significant drawback if, in order to protect the privacy of
one data subject, another data subject (in this case the
sender) is exposed. Gritti et al. [26] therefore introduce a
privacy-preserving attribute-based authentication. For this
purpose, they use delegated authentication. That is, a trusted
control authority acts as an intermediary between the source
and the designated sink, i.e., in our case the blockchain.

This approach is illustrated in Figure 8. A data source,
e.g., a sensor, signs the data with its full signature and
sends it to the control authority. In the depicted example,
this full signature consists of the attributes 1 to n of the
source (ATTR1, ATTRz, ..., ATTR.), e.g., its serial number,
model, and location. The trusted control authority verifies
these attributes. If the source is appropriate to provide the
respective payload data, the control authority filters out all
attributes from the signature that are not required by the
sink for authentication and applies the resulting delegate
stgnature to the payload data. Here, the serial number and
the location of the data source are filtered out since they

reveal too much information about the data source. The
model of the sensor (ATTR) is sufficient to legitimate the
submitted payload data. That is, the blockchain is able to
verify the authenticity and origin of the data based on the
delegate signature, but no privacy-critical information about
the source is revealed.

5.3 Purpose-Based Permission Control

As discussed in Section 2, public blockchains are not suitable
for storing sensitive information because anyone can join the
network and thus gain unrestricted access to all data in the
blockchain. This is not the case with private blockchains,
since the number of parties with access to the data is severely
restricted in such blockchains. Furthermore, smart contracts
can be used to further regulate the processing of data by
making it dependent on certain conditions.

Smart contracts, however, have to be hard-coded in chain-
code. Therefore, they are comparable to the transformation
operators defined in a data warehouse. There, the data
are also automatically pre-processed according to predefined
rules and optimized for certain use cases that are fully known
in advance [35]. Yet, this implies that these use cases have to
be identified and specified in advance. In dynamic environ-
ments, like today’s smart environments, such a concept is too
rigid. Data consumers require more flexibility, as new use
cases are constantly emerging. The goal should therefore be
to keep the data as generic and unprocessed as possible and
to leave the processing entirely to the data consumers [34].
Therefore, it must also be possible to process the data outside
of smart contracts.

However, this also entails that there have to be well-defined
permissions as to which parties are allowed to access which
data on the blockchain. In permissioned blockchains such
as Hyperledger Fabric, this is regulated by means of access
control lists. With these policies, it is not only possible to
define who can participate in the network in general, but
also which resources they are allowed to access. In addition,
it is possible to restrict who is allowed to make updates —in
terms of adding new data—to the blockchain. These access
control lists rely on role-based access control. Yet, this rather
traditional form of access control is often not dynamic and
flexible enough, which is why Khan et al. [37] introduce
DistU. DistU monitors the data of a blockchain permanently
and grants or revokes permissions depending on how a data
object is used.

Nevertheless, a data consumer still has either full access to
a data object or none at all. That is, the permission model
itself also needs to be extended in order to enable effective
data minimization. Stach et al. [82] present such a fine-
grained permission model for distributed Internet of Things
applications that can be adapted to blockchains. Figure 9
shows this adapted permission model. A permission rule
describes which accessor —i.e., which data consumer —may
access which resource —i.e., which data. In the case of a
permissioned blockchain, the data consumer can be identi-
fied using its access credentials. Since personal data may
only be processed for a given purpose, such a purpose can
be attached to a permission rule. Using an attribute-based
authentication method as described in Section 5.2, the pur-
pose can be specified by means of identifying attributes of
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Figure 9: A Permission Model for Blockchain Applications.

the data consumer as well as the processing environment.
Finally, constraints can be imposed on the processing. They
are described in terms of privacy filters (see Section 5.4) that
have to be applied to the data prior to processing.

In addition to the higher flexibility, as these permission rules
do not have to be hard-coded as chaincode, and the possibility
of assigning very fine-grained permissions, this approach has
another advantage over smart contracts. They are much
easier to define as no coding skills are required. That is,
they can also be comprehended and specified by IT laymen
according to their privacy requirements.

5.4 Privacy Filters

By means of the permission rules, data access can be re-
stricted quite well, but in order to be able to ensure data
minimization effectively, it must also be possible to reduce
the information contained in the data. Smart contracts could
realize this, as they can transform the data and thus, e.g.,
filter out certain features during processing. However, the
implementation of such a function is far too complex, so
that data subjects are not capable of specifying such a smart
contract to reduce the information content.

A more user-friendly solution is to provide out-of-the-box
privacy filters that are able to blur certain privacy-relevant
aspects in the data before releasing them to an accessor.
However, it is important that the data are not rendered in-
valid in this process. Therefore, a collection of privacy filters
adapted to specific data types and use cases is needed [49].
In addition to generic filters that can be applied to any type
of data (e.g., withholding some data or adding noise to the
data), also specialized filters are required for cloaking of
location data [3] or distortion of time series data [15]. By ap-
plying the appropriate filter, it is possible to filter out certain
aspects that are less relevant for processing but contain a
lot of privacy-relevant information. In this way, information
minimization can be achieved for any use case.

Besides such filters that operate on the data of a single user or
even single data points, it is also feasible to use privacy filters
tailored to large multi-user data stores like a blockchain. For
instance, a privacy filter based on differential privacy enables
statistical analyses without identifying individual users [104].
There are also filter operators that are designed to filter out
large amounts of data without impairing the usability of the
underlying data too much [62].
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Figure 10: Examples of Pattern-Based Privacy Filters.

Filter Strategy 2:

Looking at the three privacy-critical application examples
that we identified in Section 2.6 as particularly relevant in
the context of blockchains, it becomes evident that different
aspects need to be concealed in each case. Therefore, in the
following, we present three privacy filtering approaches that
are specifically geared to these application examples, namely
pattern-based privacy filters, time series privacy filters, and
statistical privacy filters. We also describe how these filters
can be deployed in a privacy platform so that they can be
applied in a user-friendly way.

Pattern-Based Privacy Filters.

When transaction chains are stored in the blockchain, it can
be particularly privacy-critical if certain patterns can be
recognized in these data. In the case of land registers, for
instance, a data subject might be interested in ensuring that
periodic purchase transactions in which that data subject
is involved are not identifiable. At the same time, all other
aspects of the land register must not be affected when filtering
out such privacy-critical patterns. In particular, there may
be patterns that are essential to be identifiable as they are
mandatory for the operation of the land register.

Each individual purchase transaction, i.e., each data triple,
can be considered as an event from a technical point of view.
Since each triple has a unique timestamp via the header of
the block, the complete contents of a blockchain in which
such transactions are stored can be regarded as an event
stream, which can be traversed sequentially starting from
the genesis block. Therefore, private patterns, i.e., patterns
that have to be concealed, and public patterns, i.e., patterns
that are required for the legitimate maintenance of a service,
can be defined as sequences of events [85].

Palanisamy et al. [59] present techniques for concealing
certain patterns by chronologically reordering such event
streams. While this may sound simple at first, this turns
out to be a hard task in practice. We provide examples for
some problems in Figure 10. To filter out the private pattern
C — B — D in the given input event stream, one approach
might be to remove the event C' (Strategy 1). Since dropping
this event would unnecessarily reduce the overall data qual-
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ity, an earlier or later timestamp could be assigned to the
event C' by the privacy filter instead. In this filter strategy,
however, the required public pattern (A — B — C) would
no longer be recognizable. Whereas, if the timestamp of the
second B would be manipulated, as depicted in Strategy 2,
the problem seems to be solved sufficiently at first. However,
additional constraints may exist, such as that event B occurs
every t time units. Therefore, an attacker would detect this
manipulation immediately and could deduce what pattern
has been concealed.

A pattern-based privacy filter must therefore use heuristics to
devise appropriate filter strategies and evaluate all possible
manipulations using a quality metric. Such a quality met-
ric assesses how successful the respective strategy conceals
the privacy patterns and how destructive it is regarding the
public patterns. On the one hand, it must be taken into
account how many public patterns are removed by the ma-
nipulations. On the other hand, it has to be considered how
many public patterns were falsely generated in the stream
by the manipulations. A penalty weight can be assigned to
each of these parameters, e.g., if false positives—i.e., the
detection of public patterns that are generated by the privacy
filter — are very harmful in the intended use case [86]. The
best strategy can then be applied to the blockchain data, i.e.,
the timestamps of the respective events can be manipulated
accordingly.

Time Series Privacy Filters.

If time series data are stored in the blockchain, other privacy
techniques are required. Contrary to the transactions which
do not necessarily have any direct correlation, a time series
is a continuous series of measurements. Manipulation of the
timestamps of the individual measured values is therefore
not an option for this kind of data. Here, the progression is
especially relevant. However, manipulating the timestamp
would completely disrupt it.

Basically, there are two opposing approaches that can be
applied by a privacy filter for time series data instead. These
two approaches are illustrated in Figure 11. On the one
hand, the level of detail can be reduced. For instance, certain
measurements that seem particularly privacy-relevant can
be removed and replaced by syntactic values using data
interpolation [43]. Alternatively, if all details should be
removed, this can be realized using data smoothing, e.g.,
by means of a Fourier transform [72]. On the other hand,
artificial noise can be added to the data. Moon et al. [53]
present a method that adds Gaussian noise to a time series
which cannot be removed decisively by noise filtering. As
shown in Figure 11, both approaches ensure that the general
progression is still recognizable — which is a prerequisite for
time series data—but details of individual measurements
are concealed [78].
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Statistical Privacy Filters.

If singular standalone instances are stored in the blockchain,
no assertions can be made with regard to the underlying data
schema. Therefore, an individual privacy approach must be
applied to each data object. If there is no approach available
for the respective type, the only option is to conceal the entire
affected object. In case the blockchain uses a document-
oriented model internally, at least individual attributes of
the object can be concealed in a more fine-grained manner.

Yet, in our example of an electronic election, another option
is available. Here, it can be assumed that primarily statistical
information is retrieved, whereas information on individual
objects is hardly ever needed. The latter can therefore either
be completely prevented or highly restrictive privacy filters,
such as the concealing of entire objects, can be applied. Thus,
it only has to be ensured that the statistical queries do not
expose any individuals. This would be the case, for instance,
if certain properties only apply to a single data object. Then,
this data object could be uniquely identified out of the mass
of all data objects due to these properties.

To this end, Dwork [19] introduces differential privacy. In
Figure 12 its underlying concept is shown. If a statistical
query is performed on a data stock, it can be checked to
what extent a specific data subject is exposed by performing
the same query on a neighboring data stock, i.e., an identical
data stock without any data on the data subject in question.
If the results of the two queries differ only by a very small
€, it is obvious that the privacy of the data subject is not
compromised by the query. If the given e is exceeded, then
the data subject would be exposed by the query. In this case,
noise has to be added to the query result (indicated by the
DP Sanitizer). Dwork et al. [20] use Laplace noise for this
purpose. This procedure is repeated until the privacy of the
data subject is no longer compromised by the query.

Since contrary to the singular standalone instances the data
schema is known for the query results, differential privacy
can also be applied to our blockchain application example.
In addition to the very simple e-differential privacy variant
described above, further variants, such as (e, §)-differential
privacy, can also be implemented as part of statistical privacy
filters. Here, an additional parameter § has to be specified,
which describes how likely the € is to be exceeded by a query.
This makes the filter less restrictive if rather improbable
privacy threats are accepted by the data subjects.
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Privacy Platform.

Stach et al. [79] present an architecture in which a set of
different privacy filters is gathered in a repository and a
suitable filter for the respective type of data and use case is
selected. A utility metric is used to determine which of the
applicable filters provides the best privacy protection but at
the same time has the least impact on the quality of the data
for the particular use case. The code of the selected filter
algorithm is then loaded into a data processor and applied
to the data before releasing them to the data consumer.

Yet, this requires a trusted environment in which the filter
operator is executed. A blockchain, however, is a trustless
system, i.e., the individual parties cannot trust the other
participants in the blockchain. Only by reaching a consensus
among all participants for any operation, trust in the overall
system is established. That is, for the application of privacy
filters, a Trusted Ezecution Environment (TEE) is required
in the blockchain system. A TEE is an isolated execution
environment on which only approved applications can be
executed. Cryptographic primitives ensure the integrity of
the code executed in this environment and other processes
have no influence on the execution as well as the outcomes [36].
In a TEE, it can therefore be ensured that the privacy filters
cannot be manipulated and are executed correctly.

Figure 13 shows how the privacy filters are applied. Depend-
ing on the requested type of data, applicable algorithms are
selected from the privacy filter repository. For instance, for
time series data, frequency separation can be used to abstract
the data progression so that only changes in frequency are
visible, the resolution of the data can be lowered to reduce
details, or noise can be added to the data. Depending on
the use case, the most suitable privacy filter is selected and
applied to the raw data in the TEE. This way, both sides
(data subject and data consumer) can trust that the privacy
filter is applied correctly. For the data subject this means
that the desired privacy level is maintained and for the data
processor that the promised data quality is delivered.

5.5 Trusted Privacy Control Environment

The technical solutions shown in this section for ensuring
data protection principles in a blockchain system, such as
purpose limitation, data minimization, right to rectification,
or right to erasure, however, also require an extension of the
conceptual infrastructure of a blockchain so that they can be
applied reliably. This is necessary whenever personal data
are managed and processed by the blockchain, otherwise, as
discussed in Section 3, a blockchain cannot be operated in
a GDPR~compliant manner. Such sensitive data cannot be
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Figure 14: Embedding of a Blockchain in a Trusted Privacy
Control Environment (trusted components are depicted in
green while trustless components are depicted in red).

kept confidential in public blockchains for obvious reasons.
Thus, if such data is involved, a closed set of participants,
i.e., a private blockchain, can be assumed. Nevertheless, each
node is considered trustless in its own right (as well as the
data sources and data consumers) — otherwise, one would
not need a blockchain.

Our approach is therefore to embed the trustless distributed
components in a trusted environment that can be controlled
by a central authority. In this way, our approach also meets
the demand for a data controller. Stach et al. [81] present
such a control environment for distributed Internet of Things
applications. Figure 14 shows how we adapted this approach
to a blockchain environment.

The blockchain is completely isolated from both, data sources
and data consumers. If a source wants to add data to the
blockchain (or rather its data pool), this must be done via
an interface controlled by the trusted environment. Here,
the attribute-based data authentication comes into play (see
Section 5.2), which can verify whether the source has the
necessary properties to be able to provide trustable data. If
the verification is successful, personal data are encrypted
before they are forwarded to the blockchain to enable data
purging by encryption (see Section 5.1). The blockchain
then processes the data autonomously and unaffected by the
control environment. That is, its crucial key properties (de-
centralized, immutable, and tamper-proof) are not impaired
by any means.

If data consumers want to gain access to the data stored on
the blockchain, this is also done via a restricted interface.
In this interface, the purpose-based permission rules (see



Section 5.3) are checked to determine whether the consumer
has the required access rights. If this is the case, personal data
is decrypted, and privacy filters are applied to them according
to the relevant permission rule (see Section 5.4). Yet, these
privacy filters tamper with the data. Therefore, an additional
verification interface is required for data processors to prove
the authenticity of the underlying raw data (guaranteed by

Table 3: Summary of the Discussed Technical Solutions and
their Contribution towards Data Protection.

Technical Solution

Contribution towards Data Protection

Due to the full encryption of all data in
the blockchain, it is possible to delete
data by deleting their respective decryp-
tion key. From a technical perspective,
the data are still available, but they are
no longer readable. This addresses all
privacy issues that are related to the
revision or deletion of data, e.g., Arti-
cle 5(1)(d), Article 5(1)(e), Article 16,
and Article 17.

Data Purging by
Encryption

By authenticating data sources and de-
termining certain characteristics, inap-
propriate data sources can be easily
identified. Their data can thus be ex-
cluded from the blockchain, as the ex-
pected data quality from such sources
is low. This addresses all privacy issues
that are related to the quality and cor-
rectness of data, e.g., Article 5(1)(d),
Article 16, and Article 17.

Attribute-Based
Data  Authentica-
tion

Fine-grained access control enables data
subjects to specify who gets access to
their data and for what purpose, with-
out requiring a smart contract. This
addresses all privacy issues that are re-
lated to the processing of data, e.g., Ar-
ticle 5(1)(b), Article 7, Article 18, and
Article 22.

Purpose-Based
Permission Control

By applying privacy filters, data quality
can be adjusted to reduce the amount
of disclosed sensitive information. This
addresses all privacy issues that are re-
lated to the information value of data,
e.g., Article 5(1)(c), Article 5(1)(d), and
Article 18.

Privacy Filters

By embedding these four techniques in
a central control environment and iso-
lating the blockchain from data sinks
and data sources, a privacy-aware oper-

Trusted  Privacy ation of the blockchain can be realized.

Control Environment This addresses all privacy issues that
are related to the management of data,
e.g., Article 12—15, Article 22, and Ar-
ticle 24, and enables data protection by
design (Article 25).

the blockchain itself) as well as the correct execution of
the applied privacy filters (guaranteed by the TEE). This
user interface also needs to enable data subjects to enforce
rectification and erasure via the data purging techniques and
express new or changed privacy requirements in terms of
permission rules.

While all of this is feasible from a technical perspective, from
an organizational perspective, however, it has to be resolved
who has the responsibility for operating the trusted control
environment. This operator has complete control over the
data, as s/he controls which data are added to the blockchain
and which data from the blockchain are made available to
whom. Therefore, both, data subjects and data processors
have to trust this controller implicitly. From our point of
view, only the data protection officer of the organization
which operates the private blockchain is eligible, as s/he is
unbiased and trustworthy.

All technical solutions discussed in this paper, as well as their
role in terms of a privacy-aware blockchain, are outlined in
Table 3.

6. FUTURE RESEARCH DIRECTIONS

As shown in the previous section, the five discussed technical
solutions represent a major step towards a privacy-aware
blockchain in the sense of the GDPR. By means of data
purging by encryption, compliance with Article 16 and Ar-
ticle 17—i.e., the right to rectification and the right to
erasure —is achieved. Since rectification is realized by delet-
ing the incorrect data and resubmitting the corrected data
(which requires considerable effort due to the consensus proto-
col), attribute-based data authentication helps to ensure that
the data sources are appropriate before they can add data to
the blockchain in order to maintain high data accuracy (Arti-
cle 5(1)(d)). Via the purpose-based permission control, data
subjects are empowered to exercise their right to restriction
of processing (Article 18), as they can specify in fine-grained
manner which data are processed for which purpose (Ar-
ticle 5(1)(b)). The associated privacy filters achieve data
minimization (Article 5(1)(c)), since only the information
required for processing is passed on to a data consumer. The
trusted privacy control environment, in which all of these
concepts can be embedded, provides an additional wvirtual
storage limitation (Article 5(1)(e)), since on the one hand
the incoming data and on the other hand the visibility of the
available data can be restricted. Furthermore, with this envi-
ronment, data protection officers are enabled to take on the
role of data controllers and thus represent a central point of
contact for data subjects (Article 24). This environment also
limits the power of smart contracts, as they can no longer be
used for automated individual decision-making (Article 22),
as their results initially remain completely isolated in the
blockchain until they are approved by the data controller.

Even though we have achieved a lot in terms of privacy-
aware blockchains with the concepts presented in Section 5,
to us there are still two major research gaps that need
to be addressed, namely wverifiable control of the datasets
held by the nodes and comprehensive query capabilities for
blockchains. From our point of view, these two components
are the key research gap towards a comprehensive privacy-



by-design blockchain (Article 25). We flesh out these two
future research directions in the following:

Verifiable Control of the Datasets.

Our proposed trusted privacy control environment (see Sec-
tion 5.5) assumes that there is a central authority which is
responsible for enforcing the rights of data subjects. To this
end, however, it is imperative that the nodes governing the
instances of the blockchain, i.e., the payload data, are in
general not malicious. This can be assumed, especially for
private blockchains. Yet, there are no guarantees. While a
few malicious nodes may not impair data security, a third
party could gain control over data sovereignty by taking over
the majority of nodes. This third party could corrupt the
data in all of its nodes. Thus, the majority of nodes agrees on
this alternate version of the blockchain and thereby rendering
the corrupted data to the single point of truth—i.e., untrue
information about data subjects is spread.

To prevent this, it is necessary for the central authority to
regularly verify that all nodes are using an authentic instance
of the blockchain. Complete verification of all data is out
of the question for reasons of efficiency. Nevertheless, it is
necessary that all nodes provide an unforgeable proof. In the
context of cloud storage, proofs of retrievability are used for
such a purpose. This enables file owners to check whether
a cloud server is storing their files correctly [25]. As part
of future work, it is necessary to investigate whether such
an approach can be transferred to the nodes of a blockchain
system, or how it needs to be adapted for this purpose.

Comprehensive Query Capabilities.

Comprehensive query capabilities are required in blockchain
systems in order to fully comply with the information obli-
gations towards data subjects (Article 12—15). However, as
discussed in Section 2.5, blockchain systems have only rudi-
mentary query capabilities. For instance, in order to identify
all data concerning a specific data subject, all blocks must be
processed sequentially, and all contained data objects have to
be read one by one to check whether they concern the data
subject in question. Yet, this represents a huge overhead.

There are various research approaches that deal with this
topic. For instance, there is an SQL-like query language
for Ethereum [8]. SQL-like queries for smart contracts are
also studied [28]. With the help of such query capabilities
for blockchain systems, simple analyses on blockchain data
are also possible [44]. Yet, the special characteristics of
blockchains are insufficiently taken into account, which means
that current use cases (see Section 2.6) are not efficiently
supported by such query layers. Xu et al. [102] address the
structure of a blockchain in their work by enabling range
queries over the block and extending the query language
accordingly. Other approaches extended query capabilities
for very specific use cases or data types, such as spatio-
temporal data [70].

What is missing, however, is a holistic approach for generic
multipurpose blockchains. From our point of view, three
components are needed for this, which are seamlessly inter-
twined:

Query Language. Contrary to today’s systems, blockchains
should support a descriptive query language. This enables
data subjects to formulate their information requests accord-
ingly. Yet, extensions are necessary as there are additional
metadata available in blockchains. For instance, all data
have an implicit inherent timestamp. Furthermore, a history
of the data objects exists, which describes how an object has
changed over time. These special properties of blockchain
data must also be reflected by a query language. Such aspects
are not sufficiently addressed in current approaches [69].

Index Structures. Concepts are needed that enable efficient
data access, e.g., when searching for all data on a specific
data subject. Przytarski [67] proposes a triple-based data
model for this purpose, i.e. subject—predicate —object. Con-
ventional triple stores provide six different indexes for data
access—one for each permutation of the triples. With re-
gard to the types of queries mostly used in blockchains, it is
necessary to study whether all six indexes are also required
here. In particular, since blockchains are append-only stores,
whereby the data volume is constantly growing, it would be
beneficial if the number of indexes could be kept small. Too
few indexes, however, would result in high query costs.

Federation Concept. As illustrated in Section 2.6, often only
a small part of the payload data (or sometimes none at all)
is actually stored in the blockchain and there are external
data stores that contain the majority of the payload data. In
order to be able to gather all data that are available about a
particular data subject, the data from the blockchain must
be merged with the data from the data stores. This requires
a federation concept that routes incoming queries to both the
blockchain and the data stores and consolidates the query
results. There are federation layers for different blockchain
systems [94] and federation layers over multiple databases [16].
Yet, there is no fusion of these two approaches.

From our perspective, these are the two most significant
challenges researchers have to overcome, in order to enable a
privacy-friendly blockchain system.

7. CONCLUSION

Whenever data have to be shared securely between sev-
eral parties, the use of a blockchain is a suitable option.
Blockchains ensure that the data are immutable, tamper-
proof, and available to all participants in a transparent man-
ner. Yet, it is due to these characteristics that they conflict
with data privacy laws such as the GDPR.

To this end, we assessed in this paper, whether privacy-aware
blockchains are feasible. In this regard, we provided the
following three contributions: 1. First, we identified with
which articles of the GDPR there is a conflict. 2. Then, we
presented five technical solutions that address these conflicts
(namely data purging by encryption, attribute-based data
authentication, purpose-based permission control, privacy
filters, and a trusted privacy control environment) and de-
scribed how they can be applied to a blockchain. 3. Finally,
we discussed why mechanisms to verify the data stored on
the nodes of a blockchain as well as comprehensive query
capabilities are crucial, yet open research questions. They
need to be solved in order to facilitate a privacy-by-design
blockchain fully compliant with the GDPR.



Although blockchains have inherent privacy issues, they can
be reconciled with data protection laws. Technical and orga-
nizational adjustments are required, however, and there is
still a lot of research necessary to make these data protection
measures in blockchain systems efficient and effective.
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